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1.1




2.1




My local network in CIDR format is 192.168.1.73/24.

(inet 192.168.1.73 netmask 0xffffff00)


2.2, 2.3


Apparently if  ICMP is disabled or blocked on the firewall or OS all 256 show as up, so using 
the -PS80 flag sends a TCP SYN packet to port 80 which shows 9 on my home network (much 
more reasonable). 192.16585.4.45 is my work computer that I was doing the lab on.




2.4


-p- tells nmap to scan all 65,535 TCP ports

-sS sends SYN packets and watches for SYN-ACKs, without completing the TCP handshake

—open only shows ports that are open

--min-rate 5000 sets minimum scan rate to 5000 packets per second

-vvv very verbose mode, includes each probe sent, port status, and more.

Yes:

5000 upnp Universal Plug and Play, used for device discovery

7000 afs3-fileserver, Andrew File System

17500 db-lsp Dropbox LAN sync protocol

56943 unknown




2.5


RTSP, AirTunes


2.6 Open ports increase your attack surface, and open services could be misconfigured or 
have known vulnerabilities that hackers could exploit


2.7 It is possible, but there are consequences. The Computer Fraud and Abuse Act prohibits 
unauthorized access or attempted access to protected systems. Port scanning can be 
interpreted as probing for vulnerabilities. 




3. I had to use custom docker files to get it to work on my MacBook M4, which I will attach in 
Canvas if it allows. Feel free to use it next year with your students with Apple machines, the 
main change is using Ubuntu 20.04 which supports ARM.


4.1.1

Root:




Seed:




Scapy needs access to raw sockets, which are restricted to root, so the operation is not 
permitted.


4.1.2

ICMP: 

Script: Same as in Assignment

Capture:




TCP:


Script:


Capture: 



Subnet 128.230.0.0/16: 
 
Script: I realized I had to do this on another docker, so I retitled it sniff_spoof as you’ll see in 
the capture


Spoof traffic:




Capture:


4.2 Script:




Wireshark:


4.3

Code attached separately per instructions.

On my virtual machine I can only get one hop before timeout






If I use a hotspot on my Mac I can get two hops.


This is likely because of the ICMP blocking I referred to earlier. It seems very common, I 
experienced something similar at work.



