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1.1.7


1.2.1

The /etc/hosts file maps IP addresses to hostnames locally.

1.2.2

In this case, we are defining an A (Address) record. We map a hostname (www.seed-
server.com) to an IPv4 address (10.9.0.5).

1.4.4




1.5.2


1.5.3


1.5.4: The cookie name is Elgg, the type is Session.




1.5.5,1.5.6 The message doesn’t display the cookie anymore.


1.5.7 The HttpOnly flag prevents client-side scripts from accessing cookies.

It is important because it helps protect sensitive information like session tokens from being 
stolen through XSS attacks.


1.6.1


1.6.3 The fetch function is used to make HTTP requests from the browser using JavaScript. It 
can be used to steal information like cookies and CSRF tokens, upload form inputs or forward 
secret files or session data.


1.6.4




1.6.5


The fetch does not send the cookie because JavaScript cannot access it anymore as HttpOnly 
has blocked it.


1.7.1,1.7.2,1.7.3






1.7.4,1.7.5 Now we are logged in as admin, and have admin privileges in the web app.


2.1,2.2 

2.3.1







2.3.2


2.3.3 To try two statements, we can try sending the payload: admin'; UPDATE credential SET 
Salary=999999 WHERE name='Alice'; — with


curl “http://www.seed-server.com/unsafe_home.php?
username=admin%27%3B%20UPDATE%20credential%20SET%20Salary%3D999999%20W
HERE%20name%3D%27Alice%27%3B%20--&Password=abc"






We get: There was an error running the query [You have an error in your SQL syntax; check the 
manual that corresponds to your MySQL server version for the right syntax to use near 
'UPDATE credential SET Salary=999999 WHERE name='Alice'; --' and Password='...' at line 3]


According to https://security.stackexchange.com/questions/81355/sql-injection-issue-multi-
line-query, multi line queries are disabled by default as a countermeasure to prevent attackers 
from injecting multiple sql commands separated by semicolons.


2.4.1


In the nickname field, I put in, CS544', salary=9999999 WHERE name='Alice' -- 


2.4.2


In the nickname field, I put in hackboby’, salary=1 WHERE name='Boby' --



