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® systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
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You are running Wireshark 4.2.2 (Git v4.2.2 packaged as 4.2.2-1.1build3).

7 Ready toload or capture No Packets Profile: Default
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No. Time Source Destination Protocol Length Info
1 0.000000000 192.168.64.1 192.168.64.255 = 270 Dropbox LAN sync Discovery Protoc

i 2 2.141236486 192.168.64.5 192.168.64.1 DNS 100 Standard query ©x419a AAAA connec
3 2.165062471 86:2f:57:14:a9:64 6a:23:79:b0:8a:fc ARP 42 who has 192.168.64.5? Tell 192.16

‘ 4 2.165087138 6a:23:79:b0:8a:fc 86:2f:57:14:a9:64 ARP 42 192.168.64.5 is at 6a:23:79:b0:8a

' 5 2.165063096 192.168.64.1 192.168.64.5 DNS 436 Standard query response 0x419a AA
6 4.674055571 fe80::842f:57ff:fel.. ffO2::1 ICMPV6 142 Router Advertisement from 86:2f:5
7 7.403350791 6a:23:79:b0:8a:fc 86:2f:57:14:a9:64 ARP 42 Who has 192.168.64.1? Tell 192.16
8 7.403890493 86:2f:57:14:a9:64 6a:23:79:b0:8a:fc ARP 42 192.168.64.1 is at 86:2f:57:14:a9
9 30.065956629 192.168.64.1 192.168.64.255 DB-LSP... 270 Dropbox LAN sync Discovery Protoc

4 »

» Frame 1: 270 bytes on wire (2160 bits), 270 bytes cap ff ff ff ff ff ff 86 2f 57 14 a9 64 08 00 45 O(~

» Ethernet II, Src: 86:2f:57:14:a9:64 (86:2f:57:14:a9:6 01 00 eb c9 00 00 40 11 8b d2 cO® a8 40 01 cO a

» Internet Protocol Version 4, Src: 192.168.64.1, Dst: 40 ff 44 5c 44 5c 00 ec 9c e2 7b 22 76 65 72 7

» User Datagram Protocol, Src Port: 17500, Dst Port: 17 69 6T 6e 22 3a 20 5b 32 2c 20 30 5d 2c 20 22 7

» Dropbox LAN sync Discovery Protocol 6f 72 74 22 3a 20 31 37 35 30 30 2c 20 22 68 6°

4 (21K}

© 7 enp0s1: <live capture in progress> Packets: 9 - Displayed: 9 (100.0%) Profile: Default




3.
1(a) Accept-Language: en-US,en;q=0.5
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b-g are found the exact same way

1(b) Accept-Language: en-US,en;q=0.5
1(c) Accept-Language: en-US,en;q=0.5
1(d) Accept-Language: en-US,en;q=0.5
1(e) Accept-Language: en-US,en;q=0.5
1(f) Accept-Language: en-US,en;g=0.5
1(g) Accept-Language: en-US,en;g=0.5

Question 2 is with 4 and 5 for each one, as they can be answered from individual Wireshark
screenshots

a-f are found the exact same way as (g)



B8 < @New @USE ¥ Hom AS % ASH Sigr > + v = & E&

- C U & wwwiijlab.net/en/members/romain/pdf/romain_si 1y ® Signin° |

. /\‘V 1 | of3 —‘-{- Automatic Zoom ~ » 2 T 2 @’6 [}]‘)}

2o < =

1 Introduction
2 Betweenness Cenkrality
3 AS Hegemony

References

Hegemony: A Robust Metric for AS Centrality

G‘ {:} Inspector

@ ¥ Fiter URLs Il + Q @ [Ipisablecache MNoThrottlings 3¢

Console [ Debugger ) Metwork {} Style Editor () Performance D) 0 |j:| wen X

All HTML (€55 J5 XHR Fonts Images Media WS Other

S b Do... File Ini... 1 Tr.. S [l Headers Cookies Request Response Cache Timings Security
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LR s e i » GET httpsy//www.iijlab.net/en/members/romain/pdffromain_sigcomm2017.pdf
L3
Status 304 Not Modified (7)
Version HTTR1.1
Transferred 1.82 MB (1.82 MB size)

o 2 requests 1.82 MB / 230 B transferred

Reguest Priority

3(g) 304 Not Modified
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[Wip.addr == 172.66.0.227]
No.

Time Destination Protocol Length Info

483 11.631994838
484 11.632308003 192.168.64.
485 11.632309044

66 47858 - 443 [ACK] Seq=1 Ack=1 Wil
1454 47858 - 443 [ACK] Seq=1 Ack=1 Wil
574 Client Hello (SNI=twitter.com)

4256 Lel TSval=3293111360 TSecr=3315707245
4256 Len=1388 TSval=3293111361 TSecr=3315707245 [TCP segmen...

172.66.0.227

PR

487 11.632801457 192.168.64.5 172. .227 66 47844 . 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3293111361 TSecr=3283399582

488 11.633047664 192.168.64.5 172.66.0.227 1454 47844 - 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1388 TSval=3293111361 TSecr=3283399582 [TCP segmen..
489 11.633048705 192.168.64.5 172.66.0.227 574 Client Hello (SNI=twitter.com)

490 11.667798022 172.66.60.227 192.168.64.5 66 443 . 47858 [ACK] Seq=1 Ack=1389 Win=131072 Len=0 TSval=3315707280 TSecr=3293111361

491 11.667798064 172.66.60.227 192.168.64.5 66 443 . 47858 [ACK] Seq=1 Ack=1897 Win=131072 Len=0 TSval=3315707280 TSecr=3293111361

492 11.670052797 172.66.0.227 192.168.64.5 .3 3261 Server Hello, Change Cipher Spec, Application Data

493 11.670065172 192.168.64.5 172.66.0.227 TCcP 66 47858 - 443 [ACK] Seq=1897 Ack=3196 Win=70656 Len=0 TSval=3293111398 TSecr=3315707283

494 11.670396544 172.66.0.227 192.168.64.5 TCcP 66 443 — 47844 [ACK] Seq=1 Ack=1389 Win=131072 Len=0 TSval=3283399619 TSecr=3293111361

495 11.670396586 172.66.60.227 192.168.64.5 TCcP 66 443 . 47844 [ACK] Seq=1 Ack=1897 Win=131072 Len=0 TSval=3283399620 TSecr=3293111361

496 11.670974123 192.168.64.5 172.66.0.227 TLSv1.3 130 Change Cipher Spec, Application Data

497 11.671176663 192.168.64.5 172.66.0.227 TLSV1.3 158 Application Data

498 11.671192246 192.168.64.5 172.66.0.227 TLSV1.3 390 Application Data

499 11.672971775 172.66.0.227 192.168.64.5 TLSv1.3 3262 Server Hello, Change Cipher Spec, Application Data

500 11.672980858 192.168.64.5 172.66.0.227 TCcP 66 47844 - 443 [ACK] Seq=1897 Ack=3197 Win=70656 Len=0 TSval=3293111401 TSecr=3283399621

501 11.673528062 192.168.64.5 172.66.0.227 TLSv1.3 130 Change Cipher Spec, Application Data

502 11.673688394 192.168.64.5 172.66.0.227 TLSv1.3 175 Application Data

503 11.703286834 172.66.0.227 192.168.64.5 TLSv1.3 578 Application Data, Application Data -

» Frame 20277: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface enpt 0000 6a 23 79 be 8a fc 86 2f
» Ethernet II, Src: 86:2f:57:14:a9:64 (86:2f:57:14:29:64), Dst: 6a:23:79:b0:8a:fc (6a:23:7 0016 d2

6 e
0020 01 bb ba fa 3b 1f 8c e2 12 0a 4c 80 10
» Transmission Control Protocol, Src Port: 443, Dst Port: 47866, Seq: 3796, Ack: 2230, Ler 0020 00 11 aa ©f 00 00 01 01 ©8 0a 4d 41 dc fa c4 4b

2(a) My IP: 192.168.64.5, URL IP: 172.66.0.227

4(a) — x.com (Twitter) — Sequence of Events

Packets 481 — 503 show the complete HTTPS session setup for x.com (SNI: twitter.com, IP

172.66.0.227).



1. TCP 3-way handshake — Packet 481 is the SYN from my host (192.168.64.5 —
172.66.0.227, port 443).
Packet 486 is the SYN-ACK from the server, and the next packet is my ACK, completing the
handshake.
2. TLS 1.3 handshake — Packet 485 contains the Client Hello, with the Server
Name Indication field showing twitter.com.
Packets 490 — 493 show the Server Hello, key exchange, and cipher negotiation.
3. Change Cipher Spec / Finished — Packets 494 — 496 indicate encryption is
established.
4, Application Data exchange — Packets 497 — 5083 carry the encrypted HTTPS
traffic for the X.com home page request and its response.

5(a) Protocols: TCP, TLSv1.3 Ports: 47866 (client ephemeral port), 443 (HTTPS server port)
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Am i@ BPBIRE A HII-IEFEQaQAQE

[WTip-addr==129.24.172.124 B= e
No. Time Source Destinakion Protocol Length Info 3

2446 29.877579296 192.168.64.5 129.24.172.124 TCP 74 48514 . 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=4140802649 TSecr=0 WS=128

2447 29.877625629 192.168.64.5 129.24.172.124 TCP. 74 48518 — 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=4140802649 TSecr=0 WS=128

2448 29.905520628 129.24.172.124 192.168.64.5 TCcP 76 443 - 48514 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0 MSS=1460 SACK PERM TSval=3906052286 TSecr=41..

2449 29.905520753 129.24.172.124 192.168.64.5 TCcP 70 443 - 48518 [SYN, ACK] Seq=@ Ack=1 Win=4380 Len=0 MSS=1460 SACK_PERM TSval=3906052287 TSecr=41..

2450 29.905557502 192.168.64.5 129.24.172.124 TCP 66 48514 . 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0 TSval=4140802677 TSecr=3906052286

2451 29.905570336 192.168.64.5 129.24.172.124 TCP 66 48518 — 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0 TSval=4140802677 TSecr=3906052287

2452 29.905893625 192.168.64.5 129.24.172.124 TCcP 1514 48518 — 443 [ACK] Seq=1 Ack=1 Win=64240 Len=1448 TSval=4140802677 TSecr=3906052287 [TCP segmen..

2453 29.905956458 192.168.64.5 129.24.172.124 TLSV1.2 514 Client Hello (SNI=www.unm.edu)

2454 29.906184581 192.168.64.5 129.24.172.124 TCcP 1514 48514 . 443 [ACK] Seq=1 Ack=1 Win=64240 Len=1448 TSval=4140802677 TSecr=3906052286 [TCP segmen..

2455 29.906234414 192.168.64.5 129.24.172.124 TLSv1.2 514 Client Hello (SNI=www.unm.edu

2456 29.936732977 129.24.172.124 192.168.64.5 TCcP 66 443 — 48518 [ACK] Seq=1 Ack=1897 Win=6276 Len=0 TSval=3906052318 TSecr=4140802677 —

2457 29.938662129 129.24.172.124 192.168.64.5 TLSv1.2 1514 Server Hello

2458 29.938679045 192.168.64.5 129.24.172.124 TCP 66 48518 — 443 [ACK] Seq=1897 Ack=1449 Win=65535 Len=0 TSval=4140802710 TSecr=3906052319

2459 29.939140792 129.24.172.124 192.168.64.5 TCP 1514 443 . 48518 [ACK] Seq=1449 Ack=1897 Win=6276 Len=1448 TSval=3906052319 TSecr=4140802677 [TCP s..

2460 29.939149500 192.168.64.5 129.24.172.124 TCP 66 48518 — 443 [ACK] Seq=1897 Ack=2897 Win=65535 Len=0 TSval=4140802710 TSecr=3906052319

2461 29.939520539 129.24.172.124 192.168.64.5 TCP 1514 443 - 48518 [PSH, ACK] Seq=2897 Ack=1897 Win=6276 Len=1448 TSval=3906052319 TSecr=4140802677 [..

2462 29.939520581 129.24.172.124 192.168.64.5 TCP 66 443 — 48514 [ACK] Seq=1 Ack=1897 Win=6276 Len=0 TSval=3906052320 TSecr=4140802677

2463 29.939529997 192.168.64.5 129.24.172.124 TCcP 66 48518 — 443 [ACK] Seq=1897 Ack=4345 Win=65535 Len=0 TSval=4140802711 TSecr=3906052319

2464 29.940306866 129.24.172.124 192.168.64.5 TLSv1.2 1514 Server Hello

2465 29.940313616 192.168.64.5 129.24.172.124 TCcP 66 48514 — 443 [ACK] Seq=1897 Ack=1449 Win=65535 Len=0 TSval=4140802712 TSecr=3906052320

2466 29.940941362 129.24.172.124 192.168.64.5 TCP 2962 443 - 48514 [PSH, ACK] Seq=1449 Ack=1897 Win=6276 Len=2896 TSval=3906052320 TSecr=4140802677 [..

2467 29.940949986 192.168.64.5 129.24.172.124 TCP 66 48514 - 443 [ACK] Seq=1897 Ack=4345 Win=65535 Len=0 TSval=4140802712 TSecr=3906052320

2469 29.964244186 129.24.172.124 192.168.64.5 TCP 1514 443 . 48518 [PSH, ACK] Seq=4345 Ack=1897 Win=6276 Len=1448 TSval=3906052345 TSecr=4140802710 [.. =——

2470 29.964254645 192.168.64.5 129.24.172.124 TCP 66 48518 — 443 [ACK] Seq=1897 Ack=5793 Win=65535 Len=0 TSval=4140802735 TSecr=3906052345 o
» Frame 17643: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface enpt 0000 86 2f 57 14 a9 64 6a 23 79 be 8a fc 08 00 [ENEE /W--dj# y E-
» Ethernet II, Src: 6a:23:79:b0:8a:fc (6a:23:79:b0:8a:fc), Dst: 86:2f:57:14:a9:64 (86:2f:f 0010 [EIEEEEEEREEEEREEEEEEAECECEER: -4-.@-@- ----@-

Internet Protocol Version 4, Src: 192.168.64.5, Dst: 129.24.172.124 0020 {3 e8 f2 61 bb 47 3f if 38 a0 f4 15 81 80 16 [ G? -8
, Transmission Control Protocol, Src Port: 59634, Dst Port: 443, Seq: 2612, Ack: 141063, | 7d b 61 71 00 00 01 01 08 Oa 6 d1 43 db e8 d3  }-aq c
3e 3d >=

2(b) My IP: 192.168.64.5, URL IP: 129.24.172.124
4(b) — cs.unm.edu — Sequence of Events

Packets 2446 — 2469 show the HTTPS session setup for cs.unm.edu (129.24.172.124).
1. TCP 3-way handshake — Packet 2446 is the SYN from my host (192.168.64.5 —
129.24.172.124, port 443).
Packet 2449 is the SYN-ACK reply from the server, and the next ACK completes the
handshake.
2. TLS 1.2 handshake — Packet 2451 contains the Client Hello, with SNI
www.unm.edu.
Packets 2456 — 2458 show the Server Hello, certificate exchange, and cipher suite
negotiation.
3. Change Cipher Spec / Finished — Packets 2459 — 2461 indicate the start of
encrypted communication.
4. Application Data exchange — Packets 2462 — 2469 carry encrypted HTTPS
payloads for the page request and response.

5(b) Protocols: TCP, TLSv1.2 Ports: 59634 (client ephemeral port), 443 (HTTPS server port)
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[W]ip-addr == 64.106.20.76] 5 ®E e
No. Time Source Destination Protocol Length Info |

7430 62.466378684 192.168.64.5 64.106.20.76 66 60364 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1778112708 TSecr=4160089157
7431 62.466396351 192.168.64.5 64.106.20.76 TcP 66 60380 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1778112708 TSecr=4160089157
7432 62.466749807 192.168.64.5 64.106.20.76 TcP 1514 60380 - 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1448 TSval=1778112708 TSecr=4160089157 [TCP segmen..
7433 62.466751057 192.168.64.5 64.106.20.76 TLSv1.3 517 Client Hello (SNI=www.cs.unm.edu)
7434 62.467098929 192.168.64.5 64.106.20.76 TCP 1514 60364 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1448 TSval=1778112708 TSecr=4160089157 [TCP segmen..
7435 62.467099637 192.168.64.5 64.106.20.76 TLSv1.3 517 Client Hello (SNI=www.cs.unm.edu)
7436 62.495188558 64.106.20.76 192.168.64.5 TcP 66 443 - 60380 [ACK] Seq=1 Ack=1900 Win=45056 Len=0 TSval=4160089186 TSecr=1778112708
7437 62.496386716 64.106.20.76 192.168.64.5 TLSv1.3 1514 Server Hello, Change Cipher Spec, Application Data [ —
7438 62.496401841 192.168.64.5 64.106.20.76 TCP 66 60380 — 443 [ACK] Seq=1900 Ack=1449 Win=67200 Len=0 TSval=1778112738 TSecr=4160089187 |
7439 62.496912087 64.106.20.76 192.168.64.5 TLSv1.3 1486 Application Data, Application Data, Application Data
7440 62.496912171 64.106.20.76 192.168.64.5 TCP 66 443 - 60364 [ACK] Seq=1 Ack=1900 Win=45056 Len=0 TSval=4160089188 TSecr=1778112708
7441 62.496923920 192.168.64.5 64.106.20.76 TCP 66 60380 — 443 [ACK] Seq=1960 Ack=2869 Win=70144 Len=0 TSval=1778112738 TSecr=4160089187
7442 62.497759748 64.106.20.76 192.168.64.5 TLSv1.3 1514 Server Hello, Change Cipher Spec, Application Data
7443 62.497763789 192.168.64.5 64.106.20.76 Tcp 66 60364 — 443 [ACK] Seq=1900 Ack=1449 Win=67200 Len=0 TSval=1778112739 TSecr=4160089188
7444 62.497794331 192.168.64.5 64.106.20.76 TLSv1.3 130 Change Cipher Spec, Application Data | —
7445 62.498051662 192.168.64.5 64.106.20.76 TLSv1.3 800 Application Data —
7446 62.498399785 64.106.20.76 192.168.64.5 TLSv1.3 1485 Application Data, Application Data, Application Data =
7447 62.498403576 192.168.64.5 64.106.20.76 TCP 66 60364 — 443 [ACK] Seq=1900 Ack=2868 Win=70144 Len=0 TSval=1778112740 TSecr=4160089188
7448 62.498786907 192.168.64.5 64.106.20.76 TLSv1.3 130 Change Cipher Spec, Application Data
7450 62.523684684 64.106.20.76 192.168.64.5 TcP 66 443 — 60380 [ACK] Seq=2869 Ack=1964 Win=45056 Len=0 TSval=4160089215 TSecr=1778112739 =-
) Frame 16760: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface enpt 006660 6a 23 79 be 8a fc 86 2f 57 14 a9 64 08 00 [EREE j#y- -/ W-.d
» Ethernet II, Src: 86:2f:57:14:a9:64 (86:2f:57:14:a9:64), Dst: 6a:23:79:be:8a:fc (6a:23:7 0010 [CEIEFFCIEEEEEEEEEEEEEEC TGRS
Internet Protocol Version 4, Src: 64.106.20.76, Dst: 192.168.64.5 0020 [ENEE 01 bb eb ee fo 81 71 ac d2 64 3e 06 80 10 q--d>
» Transmission Control Protocol, Src Port: 443, Dst Port: 60398, Seq: 3008362, Ack: 3583, 0030 00 @b 67 3b 00 00 61 01 08 0a f7 f6 05 bc 69 fb a; i

2(c) My IP: 192.168.64.5, URL IP: 64.106.20.76

4(c) - www.unm.edu — Sequence of Events
Packets 7426 — 7450 show the HTTPS session setup for www.unm.edu (64.106.20.76).
1. TCP 3-way handshake — Packet 7426 is the SYN from my host (192.168.64.5 —
64.106.20.76, port 443).
Packet 7429 is the SYN-ACK from the server, and the following packet completes the
handshake with an ACK.
2. TLS 1.3 handshake — Packet 7432 contains the Client Hello, listing supported
cipher suites and SNI www.cs.unm.edu.
Packets 7435 — 7438 include the Server Hello, certificate exchange, and cipher negotiation.
3. Change Cipher Spec / Finished — Packets 7439 — 7441 establish encryption for
the TLS session.
4. Application Data exchange — Packets 7442 — 7450 carry the encrypted HTTPS
content, corresponding to the web page request and server responses.

5(c) Protocols: TCP, TLSv1.3
Ports: 60398 (client ephemeral port), 443 (HTTPS server port)
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AR @D RE QL >V - QAQA@QE

[W]frame.number > 11124 &&tls. type == 1 && tls. jons_server_name matches "(2)(id]logi i - Al
No. Time Source Destination Protocol Length Info
l .922879360 .5 3 711 Client gin.microsoftonline.
12393 94.190515432 192.168.64.5 23.62.33.24 TLSV1.3 598 Client Hello (SN dcdn.msftauth.net)
12400 94.192734833 192.168.64.5 13.107.246.51 TLSv1.3 548 Client Hello (SN dcdn.msftauthimages.net)
12408 94.226026973 192.168.64.5 23.62.33.37 TLSv1.3 1233 Client Hello (SNI=aadcdn.msftauth.net)
12423 94.228941536 192.168.64.5 460.126.28.21 TLSv1.2 513 Client Hello (SNI=login.live.com)
12573 94.467911810 192.168.64.5 23.62.33.37 TLSv1.3 598 Client Hello (SNI=aadcdn.msftauth.net)
12598 94.566760738 192.168.64.5 23.62.33.37 TLSv1.3 598 Client Hello (SNI=aadcdn.msftauth.net)
12617 94.610991427 192.168.64.5 13.107.246.51 TLSv1.3 1183 Client Hello (SNI=aadcdn.msftauthimages.net)
14462 134.211784329 192.168.64.5 13.107.246.51 TLSv1.3 1183 Client Hello (SNI=aadcdn.msftauthimages.net)
14464 134.212163076 192.168.64.5 23.62.33.24 TLSv1.3 1233 Client Hello (SNI=aadcdn.msftauth.net)
14674 134.618244363 192.168.64.5 20.190.157.3 TLSv1.2 513 Client Hello (SNI=login.live.com)
18180 155.506166916 192.168.64.5 23.62.33.24 TLSv1.3 1233 Client Hello (SNI=aadcdn.msftauth.net)
18268 155.947145769 192.168.64.5 75.2.14.209 TLSv1.3 520 Client Hello (SNI=sso.canvaslms.com)
19157 157.076529136 192.168.64.5 99.83.186.201 TLSv1.3 520 Client Hello (SNI=sso.canvaslms.com)
20571 193.113609316 192.168.64.5 13.107.246.51 TLSv1.3 1183 Client Hello (SNI=aadcdn.msftauthimages.net)

Above, Microsoft login, Below, Canvas
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(W]App yF <Ctrl-/ -
No. Time Source Destination Protocol Length Info |
11104 91.080051349 104.26.12.87 192.168.64.5 TLSv1.3 105 Application Data
11165 91.080051432 142.250.1960.130 192.168.64.5 TLSv1.3 105 Application Data
11106 91.080060140 192.168.64.5 104.26.12.87 TCP 66 35084 . 443 [ACK] Seq=2967 Ack=166697 Win=246912 Len=0 TSval=2176985848 TSecr=1817540959
11107 91.680077098 192.168.64.5 142.2560.190.130 TCcP 66 48050 — 443 [ACK] Se 37 Ack=15903 Win=72320 Len=0 TSval=2658441622 TSecr=1793313883
11168 91.681086133 172.67.71.67 192.168.64.5 TCP 66 443 . 59712 [ACK] Seq=14114 Ack=2464 Win=131072 Len=0 TSval=3542832207 TSecr=3578924176
11109 91.081086175 172.67.71.67 192.168.64.5 TLSV1.3 105 Application Data
11110 91.081086216 172.67.166.181 192.168.64.5 TLSV1.3 105 Application Data
11111 91.120285314 192.168.64.5 104.26.13.87 TCP 66 56230 — 443 [ACK] Seq=4343 Ack=3294104 Win=3634048 Len=0 TSval=3633886847 TSecr=1099545555
11112 91.121288599 192.168.64.5 172.67.166.181 66 42464 — 443 [ACK] Seq=1298 Ack=1984100 Win=3707520 Len=0 TSval=715000588 TSecr=2338197773
11113 91.121296682 192.168.64.5 172.67.71.67 66 59712 - 443 [ACK] Seq=2464 Ack=14153 Win=79360 Len=0 TSval=3578924250 TSecr=3542832207 |
11114 91.812296673

192.168.64.5 23.62.88.107 66 [TCP Keep-Alive] 47532 - 443 [ACK] Seq=2423 Ack=5265 Win=74752 Len=0 TSval=3211561040 TSeCr=48..
11115 91.848146170 23.62.88.107 192.168.64.5 66 [TCP Keep-Alive ACK] 443 - 47532 [ACK] Seq=5265 Ack=2424 Win=72832 Len=0 TSval=481799986 TSecr.. ‘
11116 91.972377601 192.168.64.5 172.64.41 TLSv1.2 101 Application Data

11121 92.000247346 192.168 .106 4 781059073 TSec 15496443

11122 92.000259887 192.168.64. .106.65.134 i TSvi 781059073 TSecr=2715496443

11123 92.000757009 192.168.64. .106.65.134 i 448 TSval=1781059074 TSecr=2715496443 [TCP segmen..
000759342

11125 92.001216672 5 4

11126 92.001218464 192.168.64.5 .106.65.134 TLSv1.3 521 Client Hello (SNI=canvasinfo.unm.edu)

11127 92.029978677 64.106.65.134 192.168.64.5 TCP 66 443 . 47342 [ACK] Seq=1 Ack=1449 Win=31872 Len=0 TSval=2715496473 TSecr=1781059074 -
» Frame 11124: 521 bytes on wire (4168 bits), 521 bytes captured (4168 bits) on interface| 0000 86 2f 57 14 a9 64 6a 23 79 be 8a fc 68 00 [ENCE /W--dj# y E- -
» Ethernet II, Src: 6a:23:79:b0:8a:fc (6a:23:79:b0:8a:fc), Dst: 86:2f:57:14:a9:64 (86:2f:¢ 0010 [FECIEFIEEECECR ISR CEEE R ---30-@ @

Internet Protocol Version 4, Src: 192. 5, Dst: 64.106.65.134 0020 [EQELE b8 f4 01 bb ed 80 4e 38 cO 80 el 60 80 18 A N8
» Transmission Control Protocol, Src Por 7348, Dst Port: 443, Seq: 1449, Ack: 1, Len: ¢ 30 01 f6 91 f2 00 60 01 01 08 Ga 6a 28 ce 02 al db i(
» [2 Reassembled TCP Segments (1903 bytes): #11123(1448), #11124(455)] 10 2f fb cd c1 33 7f 2c 6@ 1d 00 20 67 ca 8e Od 46 / 3, L] F
» Transport Layer Security )0 aa 12 67 2e b6 56 99 bb b7 2c b7 97 df d7 87 49 g.v B I

2(d) My IP: My IP 192.168.64.5

Canvas (initial): canvasinfo.unm.edu — Dest IP: 64.106.65.134

Microsoft login: login.microsoftonline.com — Dest IP: 40.126.29.9 (row 12269)

Microsoft auth CDN: aadcdn.msauth.net — Dest IP: 23.60.163.24 (row 12393)

Microsoft auth images CDN: aadcdn.msauthimages.net — Dest IP: 23.60.163.24 (row 12400)
Live ID federation: login.live.com — Dest IPs: 13.107.246.51, 40.126.28.37 (rows 12423,
12425)

Canvas.Ims — Dest IP:75.2.14.209

4(d) — Canvas (canvas.unm.edu) — Sequence of Events (Microsoft SSO Login)

Packets 11119 - 11148 and 12269 - 20571 together show the full HTTPS login process for
Canvas at the University of New Mexico, which uses Microsoft 365 (Azure AD) single sign-on
authentication.

1. TCP 3-way handshake — Packet 11119 is the SYN from my host (192.168.64.5 —
64.106.65.134, port 443). Packet 11120 is the SYN-ACK reply from the server, and 11122 is my
ACK, completing the handshake.



2. TLS 1.3 handshake to Canvas — Packet 11124 contains the Client Hello, with SNI
canvasinfo.unm.edu. Packets 11133 — 11134 show the Server Hello, certificate exchange, and
cipher negotiation.

3. Change Cipher Spec / Finished — Packets 11135 — 11137 mark the transition to encrypted
communication.

4. Initial Application Data (exchange with Canvas) — Packets 11138 — 11148 carry encrypted
HTTPS payloads representing the Canvas login page request. Canvas then redirects the
browser to Microsoft’s authentication endpoint for single sign-on.

5. Redirect to Microsoft Login Service (Azure AD handshake) — Starting at packet 12269, the

browser initiates new TLS 1.3 Client Hello sessions to:

* login.microsoftonline.com (12269) - initial authentication endpoint.

+ aadcdn.msauth.net and aadcdn.msauthimages.net (12393 - 12433) — content delivery
hosts for Microsoft login resources.

* login.live.com (12423, 12464) — Live ID federation service.

Each of these hosts responds with TLS 1.3 Server Hello and encrypted Application Data
packets, completing Microsoft’s secure sign-in sequence.

6. Credential and Token Exchange (Encrypted) — Within the following Application Data
frames, the browser submits user credentials and receives OAuth tokens and redirect
instructions from Microsoft 365 (Azure AD). These packets are fully encrypted inside TLS and
therefore not readable in the capture.

7. Return to Canvas Session (SSO redirect) — Near the end of the chain (packets =~ 20500 -
20571), new Client Hello messages target ssso.canvasims.com and canvasims.com, marking
the final redirect back to Canvas with the authenticated session. Canvas then establishes a
fresh TLS 1.3 connection to deliver the logged-in dashboard.

5(d) Protocols: TCP, TLSv1.3, TLSv1.2

Ports: 47438 (canvasinfo) (44726 (microsoftonline), 46154, 53756, 46766, 46780, 46788,
53768, 36358, 33874, 60882, 43600 (msftauth), 55036, 35208(login.live), 60594,
35048(canvasims) (client ephemeral ports), 443 (HTTPS server port)

A HW2Capture1.pcapng - ox
File Edit View Go Capture Analyze Statistics Telephony wWireless Tools Help
AE s BNRE ACHIIHJEQQQE
(WTapply a display filter ... <Ctrl-/> -]©
: No. Time Source Destination Protocol Length Info
| 5894 32.903861333 172.64.41.4 192.168.64.5 TLSvi.2 565 Application Data -
) 5895 32.903945207 192.168.64.5 172.64.41.4 TCP 66 50032 — 443 [ACK] Seq=21786 Ack=54903 Win=5290 Len=0 TSval=3056677707 TSecr=191821572
) 5896 32.904207788 192.168.64.5 142.250.190.130 TCcP 1466 48076 - 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1400 TSval=2658383446 TSecr=1070815587 [TCP segmen.
[ 5897 32.904208455 192.168.64.5 142.256.190.130 TLSv1.3 578 Client Hello (SNI=googleads.g.doubleclick.net)
5898 32.904374412 192.168.64.5 142.256.190.130 TCP 1466 48062 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1400 TSval=2658383447 TSecr=2728451091 [TCP segmen.
5899 32.904374787 192.168.64.5 142.250.190.130 TLSv1.3 578 Client Hello (SNI=googleads.g.doubleclick.net)
5900 32.904571202 57.144.174.128 74 51376 — 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM TSval=3149487494 TSecr=0 WS=128
5901 32.904595577 192.168.64.5 57.144.174.128 TCP 74 51378 — 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=3149487494 TSecr=0 WS=128 —
5902 32.937610413 142.2560.190.130 192.168.64.5 TCP 66 443 . 48040 [ACK] Seq=1 Ack=1401 Win=267520 Len=0 TSval=2995529146 TSecr=2658383445
5903 32.937610455 142.250.1960.130 S 192.168.64.5 TCP 66 443 . 48040 [ACK] Seq=1 Ack=1913 Win=267008 Len=0 TSval=2995529146 TSecr=2658383445
5904 32.939219026 142.250.190.130 192.168.64.5 TCP 66 443 . 48050 [ACK] Seq=1 Ack=1401 Win=267520 Len=0 TSval=1793255742 TSecr=2658383445
5905 32.939219068 142.250.190.130 192.168.64.5 TCcP 66 443 - 48050 [ACK] Seq=1 Ack=1913 Win=267008 Len=0 TSval=1793255742 TSecr=2658383445
5906 32.940581891 142.250.190.130 192.168.64.5 TCP 66 443 - 48032 [ACK] Seq=1 Ack=1401 Win=267520 Len=0 TSval=1010792411 TSecr=2658383446
5907 32.940856181 142.2560.190.130 192.168.64.5 TCP 66 443 . 48032 [ACK] Seq=1 Ack=1913 Win=267008 Len=0 TSval=1010792411 TSecr=2658383446
5908 32.941684216 142.2560.190.130 192.168.64.5 TCP 78 [TCP Window Update] 443 . 48030 [ACK] Seq=1 Ack=1 Win=268800 Len=0 TSval=1070815627 TSecr=2658,
5909 32.941684258 142.250.190.130 192.168.64.5 TCP 66 443 - 48030 [ACK] Seq=1 Ack=1913 Win=267008 Len=0 TSval=1070815627 TSecr=2658383446 —
5910 32.943645910 142.250.190.130 192.168.64.5 TCcP 66 443 - 48076 [ACK] Seq=1 Ack=1913 Win=267008 Len=0 TSval=1070815629 TSecr=2658383446 =
5911 32.944937983 142.2560.190.130 192.168.64.5 TCP 66 443 - 48062 [ACK] Seq=1 Ack=1913 Win=267008 Len=0 TSval=2728451135 TSecr=2658383447
5912 32.944937983 57.144.174.128 192.168.64.5 TCP 74 443 - 51378 [SYN, ACK] Seq=6 Ack=1 Win=65535 Len=0 MSS=1392 SACK_PERM TSval=1396648628 TSecr=3.. ——
5913 32.944937983 57.144.174.128 192.168.64.5 TCP 74 443 . 51376 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1392 SACK_PERM TSval=1358509246 TSecr=3..
5914 32.944955066 192.168.64.5 57.144.174.128 TCP 66 51378 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3149487534 TSecr=1396648628
5915 32.944964650 192.168.64.5 57.144.174.128 TCP 66 51376 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3149487534 TSecr=1358509246
5916 32.945331147 192.168.64.5 57.144.174.128 TCP 1446 51378 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1380 TSval=3149487535 TSecr=1396648628 [TCP segmen.
5917 32.945331855 192.168.64.5 57.144.174.128 TLSv1.3 591 Client Hello (SNI=connect.facebook.net) =
5918 32.945498729 192.168.64.5 57.144.174.128 TCP 1446 51376 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1380 TSval=3149487535 TSecr=1358509246 [TCP segmen..
5919 32.945499021 192.168.64.5 57.144.174.128 TLSv1.3 591 Client Hello (SNI=connect.facebook.net)
5920 32.948751788 142.250.190.130 192.168.64.5 TLSv1.3 1466 Server Hello, Change Cipher Spec
5921 32.948759580 192.168.64.5 142.256.190.130 TCP 66 48050 — 443 [ACK] Seq=1913 Ack=1401 Win=67200 Len=0 TSval=2658383491 TSecr=1793255751
5922 32.949356950 142.2560.190.130 192.168.64.5 TCP 1466 443 . 48050 [PSH, ACK] Seq=1401 Ack=1913 Win=267008 Len=1460 TSval=1793255751 TSecr=2658383445,
5923 32.949356992 142.250.190.130 192.168.64.5 TLSv1.3 2739 Application Data
5924 32.949356992 142.250.190.130 192.168.64.5 TLSv1.3 1466 Server Hello, Change Cipher Spec
5925 32.949366700 192.168.64.5 142.256.190.130 TCP 66 48050 — 443 [ACK] Seq=1913 Ack=2801 Win=70144 Len=0 TSval=2658383492 TSecr=1793255751
5926 32.949371825 192.168.64.5 142.256.190.130 TCP 66 48050 — 443 [ACK] Seq=1913 Ack=5474 Win=70144 Len=0 TSval=2658383492 TSecr=1793255751
5927 32.949373033 192.168.64.5 142.250.190.130 TCP 66 48040 — 443 [ACK] Seq=1913 Ack=1401 Win=67200 Len=0 TSval=2658383492 TSecr=2995529157
» Frame 5900: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface enpos 0000 86 2f 57 14 a9 64 6a 23 79 bo 8a fc 08 00 IENEE
» Ethernet II, Src: 6a:23:79:b0:8a:fc (6a:23:79:b0:8a:fc), Dst: 86:2f:57:14:a9:64 (86:2f:5| 0010 [EEECEEIIEI NI TNV IF I IEC I CECERC I
Internet Protocol Version 4, Src: 192.168.64.5, Dst: 57.144.174.128 00260 EERED c8 be 61 bb 1f 88 8c bl 00 00 00 00 a® 62

» Transmission Control Protocol, Src Port: 51376, Dst Port: 443, Seq: 0, Len: 0 fa fo d4 6b 00 00 ©2 04 ©5 b4 04 ©2 08 Ga bb b9
g 5d 86 00 00 00 00 ©1 03 03 07




2(e) My IP: 192.168.64.5 URL IP: 57.144.174.128
4(e) — facebook.com — Sequence of Events
Packets 5900 — 5926 show the HTTPS session setup for facebook.com
1. TCP 3-way handshake — Packet 5900 is the SYN from my host (192.168.64.5 —
57.144.174.128, port 443).
Packet 5912 is the SYN-ACK from the server, and the following packet is my ACK,
completing the TCP handshake.
2. TLS 1.8 handshake — Packet 5914 contains the Client Hello, including the SNI
connect.facebook.net.
Packets 5916 — 5917 show the Server Hello, cipher negotiation, and certificate exchange.
3. Change Cipher Spec / Finished — Packets 5918 — 5920 complete encryption
setup.
4, Application Data exchange — Packets 5921 — 5926 carry the encrypted HTTPS
payloads that correspond to Facebook’s dynamic content and resources (scripts, media, etc.).
5(e) Protocols: TCP, TLSv1.3. Ports: 51376 (client ephemeral port), 443 (HTTPS server port)

r | Hw2Capture1.pcapng -0 X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ BPBIRE AQAC I»I—-IEEFQAQQE

[A[ip-addr == 104.21.9.67 XI=R[4
No. Time Source Destination Protocol Length Info
21699 237.956892372 192.168.64.5 104.21.9.67 74 47158 — 443 [SYN] Seq=6 Win=64240 Len=0 MSS=1460 SACK PERM TSval=1545981304 TSecr=0 WS=128
21700 237.989909334 104.21.9.67 192.168.64.5 TCP 74 443 - 47158 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1400 SACK_PERM TSval=1764324832 TSecr=1..
21701 237.989940293 192.168.64.5 104.21.9.67 TCP 66 47158 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1545981337 TSecr=1764324832
21702 237.990444498 192.168.64.5 104.21.9.67 TLSV1.3 672 Client Hello (SNI=cloudflare-ech.com)
21703 238.025320657 104.21.9.67 192.168.64.5 TCcpP 66 443 - 47158 [ACK] Seq=1 Ack=607 Win=131672 Len=0 TSval=1764324868 TSecr=1545981338
21704 238.029642255 104.21.9.67 192.168.64.5 TLSv1.3 1514 Server Hello, Change Cipher Spec
21705 238.029656380 192.168.64.5 104.21.9.67 TCcP 66 47158 — 443 [ACK] Seq=607 Ack=1449 Win=67200 Len=0 TSval=1545981377 TSecr=1764324872
21706 238.030183460 104.21.9.67 192.168.64.5 TLSv1.3 1433 Application Data
21707 238.030195752 192.168.64.5 104.21.9.67 TCP 66 47158 — 443 [ACK] Seq=607 Ack=2816 Win=70144 Len=0 TSval=1545981377 TSecr=1764324872
21708 238.031462494 192.168.64.5 104.21.9.67 TLSV1.3 130 Change Cipher Spec, Application Data
21709 238.03K729409 192.168.64.5 104.21.9.67 TLSv1.3 158 Application Data
21710 238.031887366 192.168.64.5 104.21.9.67 TLSv1.3 393 Application Data
21711 238.065206327 104.21.9.67 192.168.64.5 TLSv1.3 578 Application Data, Application Data
21712 238.065206368 104.21.9.67 192.168.64.5 TLSV1.3 97 Application Data
21713 238.065692073 192.168.64.5 104.21.9.67 TLSV1.3 97 Application Data ——
21714 238.098946409 104.21.9.67 192.168.64.5 TCP 66 443 — 47158 [ACK] Seq=3359 Ack=1121 Win=131072 Len=0 TSval=1764324941 TSecr=1545981379
21715 238.607114721 104.21.9.67 192.168.64.5 TLSv1.3 835 Application Data
21716 238.607114930 104.21.9.67 192.168.64.5 TLSv1.3 1457 Application Data
21717 238.607114971 104.21.9.67 192.168.64.5 TLSv1.3 2848 Application Data, Application Data
21718 238.607114971 104.21.9.67 192.168.64.5 TLSv1.3 3152 Application Data, Application Data, Application Data
21719 238.607115013 104.21.9.67 192.168.64.5 TLSv1.3 97 Application Data
21720 238.607157679 192.168.64.5 104.21.9.67 TCcP 66 47158 — 443 [ACK] Seq=1121 Ack=5519 Win=73856 Len=0 TSval=1545981954 TSecr=1764325406
21721 238.607239262 192.168.64.5 104.21.9.67 TCcP 66 47158 — 443 [ACK] Seq=1121 Ack=11418 Win=68864 Len=0 TSval=1545981954 TSecr=1764325406
21726 238.631978276 192.168.64.5 104.21.9.67 TLSv1.3 214 Application Data
) Frame 21699: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface enpt 86 2f 57 14 a9 64 6a 23 79 bO 8a fc 08 00 45 60 Mo dj# y E
» Ethernet II, Src: 6a:23:79:be:8a:fc (6a:23:79:be:8a:fc), Dst: 86:2f:57:14:a9:64 (86:2f:% 00 3c ff e0 40 00 40 06 c8 d5 cO a8 40 05 68 15 <--@@ @h
» Internet Protocol Version 4, Src: 192.168.64.5, Dst: 104.21.9.67 2 09 43 b8 36 01 bb 38 3e 04 e5 00 00 00 00 a® 02 C-6 -8>
» Transmission Control Protocol, Src Port: 47158, Dst Port: 443, Seq: 0, Len: © fa fo ba 56 00 00 62 04 05 b4 04 ©2 08 Oa Sc 25 v \%

2(f) My IP 192.168.64.6, URL IP: 104.21.9.67
4(f) — usenix.org — Sequence of Events

Packets 21699 — 21725 show the complete HTTPS session setup for usenix.org (served via
Cloudflare at 104.21.9.67).
1. TCP 3-way handshake — Packet 21699 is the SYN from my host (192.168.64.5
— 104.21.9.67, port 443).
Packet 21700 is the SYN-ACK reply from the server, and 21701 is my ACK, completing the
handshake.

2. TLS 1.3 handshake — Packet 21703 contains the Client Hello, including SNI
cloudflare-ech.com.
Packets 21704 and 21705 show the Server Hello and certificate exchange.

3. Change Cipher Spec / Finished — Packets 21706 — 21708 transition to encrypted
communication.



4. Application Data exchange — Packets 21709 through 21725 carry encrypted
HTTPS payloads representing my GET request and the server’s responses.

5(f) Protocols: TCP, TLSv1.3, Ports: 47158 (client ephemeral port), 443 (HTTPS server port)

A Hw2Capture1.pcapng —_ox
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR JODHRE A IV -EEQQQE

B3 -J@

[W]ip-addr == 202.238.220.76]
No. Time. Source Destination Protocol Length Info
- 22636 247.581490302 192.168.64.5 202.238.226. 16

66 57258 — 443 [ACK] Seq=1 Ack=1 W. 256 Len=0 TSval=2011297313 TSecr=2224089273

22640 247.742538438 192.168.64.5 202.238.220.76
22641 247.743093810 192.168.64.5 202.238.220.76 1514 57258 — 443 [ACK] Segq=: k=1 Win=64256 Len=1448 TSval=2011297313 TSecr=2224689273 [TCP segmen..
22642 247.743095476 192.168.64.5 202.238.220.76 . 517 Client Hello (SNI=www .

66 57268 [ACK] Seq
1514 57268 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=1448 TSval=2011297314 TSecr 2224089269 [TCP segmen..

22644 247.743471266 192.168.64.5 262.238.226.76
22645 247.743764722 192.168.64.5 202.238.220.76

22646 247.743766097 192.168.64.5 202.238.220.76 TLSv1.3 517 Client Hello (SNI=www.iijlab.net)

22647 247.905369397 202.238.220.76 192.168.64.5 TCP 66 443 . 57258 [ACK] Seq=1 Ack=1449 Win=64128 Len=0 TSval=2224089436 TSecr=2011297313

22648 247.905369522 202.238.220.76 192.168.64.5 TCP 66 443 . 57258 [ACK] Seq=1 Ack=1900 Win=63744 Len=0 TSval=2224089436 TSecr=2011297313 —
22649 247.906134683 202.238.220.76 192.168.64.5 TLSv1l.3 1514 Server Hello, Change Cipher Spec, Application Data

226560 247.906252891 192.168.64.5 202.238.220.76 66 57258 —~ 443 [ACK] Seq=1900 Ack=1449 Win=67200 Len=0 TSval=2011297476 TSecr=2224089437

TCP
22651 247.906498473 202.238.220.76 192.168.64.5 TLSv1.3 1015 Application Data, Application Data, Application Data
22652 247.906503765 192.168.64.5 202.238.220.76 TCP 66 57258 — 443 [ACK] Seq=1900 Ack=2398 Win=70144 Len=0 TSval=2011297477 TSecr=2224089437

22653 247.908531294 192.168.64.5 202.238.220.76 TLSv1.3 130 Change Cipher Spec, Application Data
22654 247.908669876 192.168.64.5 202.238.220.76 TLSvi.3 584 Application Data

22655 247.908962041 202.238.220.76 192.168.64.5 TCP 66 443 - 57268 [ACK] Seq=1 Ack=1449 Win=64128 Len=0 TSval=2224089434 TSecr=2011297314

22656 247.908962124 202.238.220.76 192.168.64.5 TCP 66 443 - 57268 [ACK] Seq=1 Ack=1960 Win=63744 Len=0 TSval=2224689435 TSecr=2011297314

22657 247.909623537 202.238.220.76 192.168.64.5 TLSvi.3 2465 Server Hello, Change Cipher Spec, Application Data, Application Data, Application Data, Applic..

22658 247.909631704 192.168.64.5 202.238.220.76 TCP 66 57268 ~ 443 [ACK] Seq=1900 Ack=2400 Win=69120 Len=0 TSval=2011297480 TSecr=2224089435

22659 247.910558740 192.168.64.5 202.238.220.76 TLSv1.3 130 Change Cipher Spec, Application Data

22662 248.068231938 202.238.220.76 192.168.64.5 TLSvi.3 353 Application Data -

» Frame 22636: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ean 0000 86 2f 57 14 a9 64 6a 23 79 bo 8a fc 08 00 [ENEE
» Ethernet II, Src: 6a:23:79:b0:8a:fc (6a:23:79:b0:8a:fc), Dst: 86:2f:57:14:a9:64 (86:2f CRRNO0 3c 57 87 40 00 40 06 3b 4c cO a8 40 85 ca ee
TInternet Protocol Version 4, Src: 192.168.64.5, Dst: 202.238.220.76 020 [N df aa 01 bb c7 ef 3d b7 60 60 00 00 a0 02

» Transmission Control Protocol, Src Port: 57258, Dst Port: 443, Seq: @, Len: © o fa f0 50 b7 0@ 00 ©2 ©4 ©5 b4 04 02 08 0a 77 el
o f5 80 60 60 60 00 01 03 03 07

2(g9) My IP 192.168.64.5, URL IP: 202.238.220.76
4(g) —iijlab.net (PDF) — Sequence of Events

Packets 22636 — 22668 show the complete HTTPS session setup for iijlab.net
(202.238.220.76).

1. TCP 3-way handshake — Packet 22636 is the SYN from my host (192.168.64.5

— 202.238.220.76, port 443).
Packet 22637 is the SYN-ACK from the server, and 22638 is my ACK, completing the

handshake.

2. TLS 1.3 handshake — Packet 22641 contains the Client Hello, showing the SNI

www.iijlab.net.
Packets 22644 and 22645 show the Server Hello, certificate exchange, and cipher suite

negotiation.

3. Change Cipher Spec / Finished — Packets 22646 — 22648 transition to encrypted

communication.
4. Application Data exchange — Packets 22649 through 22668 carry encrypted

HTTPS payloads representing the PDF download request and the server’s response data.

5(g) Protocols: TCP, TLSv1.3 Ports: 57258 (client ephemeral port), 443 (HTTPS server port)



| W ip.addr == 172.66.0.227

BEd -0

Nc ‘ Wireshark - Conversations - HW2Capture1.pcapng - 0>
I Conversation Settings Ethernet-1  IPv4-1 IPv6 TCP-3 | UDP
AddressA ~ Port A Address B Port B Packets Bytes Stream ID Total Packets Percent Filtered Packets A— B BytesA— B Packets B — A BytesB— A ]
192.168.64.5 47844 172.66.0.227 443 17 7kB 8 17 100.00% 10 3kB 7 aks 11
= Absolute start time 192.168.64.5 47858 172.66.0.227 443 38 18kB 9 38 100.00% 22 4kB 16 14k 11
et et . 192.168.64.5 47866 172.66.0.227 443 31 8ks 16 31 100.00% 17 3kB 14 sk 11
v limir ro disolav filter
6(a) 17 + 38 + 31 = 86 packets
Wireshark - Conversations - HwW2Capture1.pcapng - ox
Ethernet-1 | IPv4-1 | IPv6 | TCP-42 | UDP
AddressA  ~ Port A Address B Port B Packets Bytes Stream ID Total Packets. Percent Filtered Packets A— B BytesA— B PacketsB— A BytesB— A Rel Star
192.168.64.5 48514 129.24.172.124 443 34 17kB 34 34 100.00% 19 4kB 15 13kB  29.87757¢
192.168.64.5 48518 129.24.172.124 443 32 20kB 35 32 100.00% 14 3kB 18 17kB  29.87762¢
192.168.64.5 48532 129.24.172.124 443 39 25kB 36 39 100.00% 18 4kB 21 21kB  30.04606(
192.168.64.5 48544 129.24.172.124 443 26 13kB 37 26 100.00% 14 4kB 12 9kB  30.04812
192.168.64.5 48548 129.24.172.124 443 24 14kB 38 24 100.00% 13 4kB 1" 10kB  30.04846
192.168.64.5 48552 129.24.172.124 443 22 14kB 39 22 100.00% 12 3kB 10 10kB  30.04859!
192.168.64.5 48566 129.24.172.124 443 22 11kB 40 22 100.00% 12 3kB 10 8kB  30.04892
192.168.64.5 48578 129.24.172.124 443 26 14kB 49 26 100.00% 15 4kB 13 11kB  31.80230]
192.168.64.5 48580 129.24.172.124 443 45 64 kB 50 45 100.00% 22 4kB 23 60kB  31.80237(
192.168.64.5 48582 129.24.172.124 443 26 14kB 51 26 100.00% 13 4kB 13 10kB  31.80240(
192.168.64.5 48594 129.24.172.124 443 26 14kB 52 26 100.00% 13 4kB 13 10kB  31.80242!
192.168.64.5 48610 129.24.172.124 443 94 198kB 53 94 100.00% 42 6kB 52 193kB  31.80249{
192.168.64.5 48620 129.24.172.124 443 92 150kB 55 92 100.00% 42 6kB 50 144 kB 31.82440]
192.168.64.5 48624 129.24.172.124 443 24 11kB 64 24 100.00% 13 4kB 1" 8kB 31.947814
192.168.64.5 48636 129.24.172.124 443 39 24kB 67 39 100.00% 18 4kB 21 20kB  31.97580¢
192.168.64.5 48650 129.24.172.124 443 66 115kB 68 66 100.00% 29 5kB 37 111kB 3197590
192.168.64.5 48656 129.24.172.124 443 67 120kB 69 67 100.00% 3 5kB 36 115kB  32.03364]
192.168.64.5 48662 129.24.172.124 443 375 1MB 70 375 100.00% 145 12kB 230 1MB  32.10095]
192.168.64.5 58668 129.24.172.124 443 22 10kB 95 22 100.00% 13 3kB 9 7kB 48510411
192.168.64.5 58678 129.24.172.124 443 50 73kB 96 50 100.00% 19 4kB 31 69kB  48.51063(
192.168.64.5 58694 129.24.172.124 443 553 2MB 97 553 100.00% 213 17kB 340 2MB 55.62787{
192.168.64.5 58696 129.24.172.124 443 18 10kB 98 18 100.00% 1 3kB 7 7kB  55.627934
192.168.64.5 59408 129.24.172.124 443 56 134kB 93 56 100.00% 27 5kB 29 130kB  40.79186¢
192.168.64.5 59414 129.24.172.124 443 20 10kB 94 20 100.00% 12 3kB 8 7kB  40.79192
192.168.64.5 59506 129.24.172.124 443 22 20kB 167 22 100.00% 12 3kB 10 16kB 135.15451]
192.168.64.5 59520 129.24.172.124 443 25 17kB 169 25 100.00% 14 3kB 1" 13kB 135.28732!
192.168.64.5 59532 129.24.172.124 443 24 14kB 170 24 100.00% 13 3kB 1 10kB 135.28739]
192.168.64.5 59548 129.24.172.124 443 24 24kB 171 24 100.00% 13 3kB 1" 20kB 135.28779
192.168.64.5 59564 129.24.172.124 443 23 14kB 172 23 100.00% 13 3kB 10 11kB 135.28796!
192.168.64.5 59572 129.24.172.124 443 21 12kB 173 21 100.00% 12 3kB 9 8kB 135.28811]
192.168.64.5 59578 129.24.172.124 443 23 13kB 174 23 100.00% 13 3kB 10 9kB 135.28835]
192.168.64.5 59586 129.24.172.124 443 22 14kB 179 22 100.00% 11 3kB 1" 11kB 135.42518]
192.168.64.5 59598 129.24.172.124 443 26 14kB 180 26 100.00% 13 3kB 13 11kB 135.42522
192.168.64.5 59602 129.24.172.124 443 24 14kB 181 24 100.00% 12 3kB 12 11kB 135.42524
192.168.64.5 59618 129.24.172.124 443 90 198kB 182 90 100.00% 38 5kB 52 193kB 135.42692(
192.168.64.5 59628 129.24.172.124 443 45 64 kB 183 45 100.00% 19 4kB 26 60kB 135.42697.
192.168.64.5 59634 129.24.172.124 443 79 149k 184 79 100.00% 33 5kB 46 144 kB 135.46166(
192.168.64.5 59650 129.24.172.124 443 33 24kB 187 B 100.00% 14 4kB 19 20kB 135.55342!
192.168.64.5 59662 129.24.172.124 443 53 114kB 188 53 100.00% 25 4kB 28 110kB 135.55345
192.168.64.5 59676 129.24.172.124 443 410 1MB 189 410 100.00% 164 14kB 246 1MB 135.58239(
192.168.64.5 59690 129.24.172.124 443 25 12kB 192 25 100.00% 14 3kB 1 8kB 135.63047(
192.168.64.5 59696 129.24.172.124 443 64 120kB 195 64 100.00% 28 4kB 36 115kB 135.68290(

6(b)

34+32+39+26+24+22+22+26+45+26+26+94+92+24+39+66+67+375+22+50+553+18+56+20+
22+25+24+24+23+21+23+22+26+24+90+45+79+33+53+410+25+64 = 2,831 packets

A

file Mdit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help

AmsOBPEIRE A IV~ FRAQQE

[W[ip.addr == 64.106.20.76 (X] ‘e
No. Time Source Destination Protocol Length Info -
A Wireshark - Conversations - Hw2Capture1.pcapng — (=) 5%

Conversation Settings Ethernet-1  IPv4-1  IPv6 TCP-6 | UDP ]

AddressA ~ Port A Address B Port B Packets  Bytes Stream ID Total Packets Percent Filtered Packets A— B BytesA—B Packets B — A BytesB— A L

192.168.64.5 60364 64.106.20.76 443 532 1MB 100 532 100.00% 169 19kB 363 1MB 62

Absolute start time 192.168.64.5 60380 64.106.20.76 443 223 296kB 101 223 100.00% 104 12kB 19 284kB 62

i display il 192.168.64.5 60396 64.106.20.76 443 167 215kB 102 167 100.00% 78 10kB 89 205kB 62
CULADC L 192.168.64.5 60398 64.106.20.76 443 1824 3M8B 103 1,824 100.00% 722 53k 1,102 3MB 62
192.168.64.5 60404 64.106.20.76 443 213 316k8 104 213 100.00% 86 10k8 127 306kB 62

192.168.64.5 60420 64.106.20.76 443 127 169kB 106 127 100.00% 54 7kB 73 162kB 62

6(c) 532 + 223 + 167 + 1824 + 127 = 2,873 packets



Ethernet - 1
AddressA  ~

192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5

IPv4-8 IPV6 = TCP-15

Port A Address B

36358 13.107.246.51
43600 13.107.246.51
53756 13.107.246.51
53768 13.107.246.51
35208 20.190.157.3
33874 23.62.33.24
46514 23.62.33.24
60882 23.62.33.24
46766 23.62.33.37
46780 23.62.33.37
46788 23.62.33.37
55036 40.126.28.21
44726 40.126.29.9
60594 75.2.14.209

UDP
Port B

443
443
443
443
443
443
443
443
443
443
443
443
443
443

Packets Bytes

1kB
1kB
548 bytes
1kB
513 bytes
1kB
598 bytes
1kB
1kB
598 bytes
598 bytes
513 bytes
711 bytes
520 bytes

WIIESIIGIK * LONVEISALIONS * IWZLAPLUIE 1pLapig

Stream ID

163
228
134
140
166
162
133
199
135
138
139
136
132
200

Total Packets
28
25
39

Percent Filtered

3.57%
4.00%
2.56%
3.70%
7.69%
4.00%
3.13%
4.00%
0.36%
6.67%
0.44%
1.69%
1.10%
2.78%

6(d) Count until Canvas.Ims — Dest IP:75.2.14.209

28+25+39+27+13+25+32+25+279+15+227+59+91+36 = 921

Ethernet - 1
AddressA  ~

192.168.64.5
192.168.64.5
192.168.64.5

1Pv4 -1 TCP-3
Port A Address B

51376 57.144.174.128
515¥8 57.144.174.128
51394 57.144.174.128

IPV6

ubP
Port B

443
443
443

Packets. Bytes
26 8k
96 102kB
99 76 kB

6(e) 26+96+99 = 221 packets

Ethernet - 1
AddressA -
192.168.64.5

TCP-
Port A Address B
47158 104.21.9.67

1Pv4-1 1PV6

6(f) 254 packets

Ethernet - 1
AddressA -

192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5
192.168.64.5

1Pv4-1 TCP-5
Port A Address B

45094 202.238.220.76
45100 202.238.220.76
45106 202.238.220.76
57258 202.238.220.76
57268 202.238.220.76

1PV6

UDP
Port B
443

Port B

443
443
443
443
443

Packets. Bytes
254 511kB
Packets Bytes
194 284kB
23 7kB
103 133kB
955 2MB
21 6kB

WIIESIIAIK * LONVETSAUONS * FIWLLdPLUIE 1.pLapny

Stream ID
81
82
83

Total Packets
26
96
99

Percent Filtered
100.00%
100.00%
100.00%

WIresnark - LonVersations - HWZLapture1.pcapng

Stream ID
238

Total Packets

254

Percent Filtered

100.00%

Wireshark - Conversations - HW2Capture1.pcapng

Stream ID

248
249
250
246
247

Total Packets

194
23
103
955
21

6(g) 194+23+103+955+21 = 1,296 packets

Percent Filtered

100.00%
100.00%
100.00%
100.00%
100.00%

Packets A— B

Packets A— B
15
50
54

Packets A~ B
99

Packets A— B
82

13

45

413

12

BytesA—B Packets B— A
1kB
1kB

548 bytes
1kB

513 bytes
1kB

598 bytes
1kB
1kB

598 bytes

598 bytes

513 bytes

711 bytes

520 bytes

JOOO000000000000

packets

BytesA—B Packets B— A

3kB 1

6kB 46

8kB 45
BytesA—B Packets B— A
27k 155

BytesA—+B Packets B— A

9k 112

3k 10

6kB 54

35kB 542

3k 9

BytesB— A Relstart  Duration
Obytes 134.177907 5.1271
Obytes 193.080418 5.1000
Obytes 94.159952 5.2147
Obytes 94.576924 5.1897
Obytes 134.564878 02156
Obytes 134.177770  20.1845
Obytes 94.156769  20.2699
Obytes 155.468614  20.1953
Obytes 94.191874  157.3669
Obytes 94.434580 0.0832
Obytes 94.534044  159.0833
Obytes 94.192337  182.4907
Obytes 93.865687  159.7190
Obytes 155.933548  117.7009

BytesB— A Rel Start Duration
5kB  32.904571 0.1602
96kB  32.904596 0.2422
68kB 33.231575  229.8971
BytesB— A  RelStart  Duration
484 kB 237.956892 13249
BytesB—A  RelStart  Duration
274kB 248.247445 6.6584
4kB 248.283598 5.6489
127kB 248.399552 6.3618
2MB 247.581490 6.4645
4kB 247.581574 6.1098

Bits/!
16
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Inspector Console Debugger Network Style Editor () Performance Memory Storage Ty Accessibility 888 Application 1 X
* m 288
W ¥ Filter URLs Il + Q © Al HTML €SS JS XHR Fonts Images Media WS Other [ ]DisableCache NoThrottlings 3
Status  Method Domain File Initiator Type  Transferred Size Bl Headers Cookies Request Response  Timings  Security
~ _cf bm
- expires: "2025-10-20T18:32:26.0002"
GET @ abstwimg.com  vendor.9863871ajs script is 317.13kB 987.2...
htepOnly: true
GET @ absbwimg.com  en.2bcaBébajs script js 177.90kB 567.4... e
GET @ abstwimg.com  main.e350c72ajs script is 600.63kB 283MB secure: true
GET @ abs-Otwimg.c... 26a0.5vg img svg 112k8 5488 value: "n.QRKVEFSU2wmB 1PuYNoJDh_Z1ErKDFibB0BaPqnAWS-1760983346.0595682-1.0.1.1-8WI0IWrS
e @ absh Ea——— . SRR | A 32CAZYRGUSGCSIPINVG6IAXITTS6uhonjdAEBQVNKQWVEXWiusHV1jtGzyowxTAFpXWBd_QBelvhi
ausiwimg.com | vencor.330asi1a s saip E (=) . ChFWULBM6ivadaiBASI6pT 3iyHzVFDLWMWZY3a6QwCa”
GET @ abstwimg.com  en.2bcad4baljs s cached 567.4 - ct0: .}
GET & abs.twimg.com  main.e35| Js cached 283MB domain: “x.com"
GET & abstwimg.com  ondemand.Dropdown.a62b35bajs /346 (script) js 378k8 725k8 expires: "1970-01-01700:00:01.000Z"
ath: "
GET datatimage/png;base64,VBORWIKGGOAAAANSUREL img png 08 6288 peth
samesite: "Lax”
GET datatimage/png;base64,VBORWIKGGOAAAANSUREL img png 08 857k8 cecure true
GET @ abstwimg.com  loader.FwdForSdk.2d93af8ajs {346 (script) is 220.10kB 1.05 M8 value: ™
GET @ abstwimg.com  ondemand.s.0e7F275ajs [:346 (script) is 12.49kB 2338kB v guestid
GET @ abstwimg.com  node_modules_x-clients_features_messages_en_jsor £346 (script) is 8.51kB 36.44 kB domain: "x.com”
expires: "2027-10-20T18:02:26.0002"
GET @ abstwimg.com  icon-ios.77d25eba.png FaviconLoadersy... png 13.90kB 13.16k8
path: "
GET @ abstwimg.com  witter3.ico FaviconLoadersy... png 134kB 5498 samesite: “None
POST @ apix.com user_flowjson main.e350c72ajs... xml 2.79k8 0B secure: true
OPTI.. @ apix.com user_flowjson xhr plain  1.82kB 0B value: "v1:176098334608310815"
GET @ abs.twimg.com  icons.8.be616cfajs /:346 (script) js 8.61kB 30.41kB ¥ guest_id_ads
GET @ abstwimg.com  icons.15.b1a911eajs £:346 (script) js 7k8 2438k8 ol eem
expires: "2027-10-20T18:02:26.0002"
GET @ abstwimg.com  icons.7.fe1bbd6ajs [:346 (script) js 7.76 kB 23.18k8 path:
GET @ abstwimg.com  icons3.feBe7afajs [:346 (script) js 6.03kB 19.58kB samesite: "None”
GET @ abstwimg.com  icons.13.7c368alajs [:346 (script) is 5.62k8 16.01k8 secure: true
GET & abstwimg.com  icons.24.8dcOcdcals [:346 (script) js 577kB 1822 kB value: "v1:176098334608310815"
w guest_id_marketing:
GET @ abstwimg.com  modules.common. Fic3eTda s [:346 (script) is 20.12kB 63368
domain: "x.com”
GET @ abstwimg.com  icons.6.f35¢10cajs {346 (script) is 7.07kB 2356kB expires: "2027-10-20T18:02:26.0007"
GET @ abstwimg.com  modules.audio.6646ee5a js [:346 (script) is 81kB 259.9... path: "f"
GET @ abs.twimg.com  shared~loaderTypeahead-~loader.AppModules~load: /:346 (script) js 9.30kB 24kB samesite: "None"
GET & abs.twimg.com  shared-~locader.DashMenu~loader.SideMav~loader.Ap /:346 (script) js 17.11kB 139.9... secure: true
jalue: "v1:176098334608310815"
GET @ abstwimg.com  shared~loader DashMenu~loader SideNav-loader.Ap /346 (script) is 2287kB 72.59k8 !
 personalization_id:
y i /34
GET @ abstwimg.com  loader.AppModules.37d6e60a s 346 (script) js 46.39kB 1437... damain: "x.com®
GET @ abstwimg.com  icons.12.6518a13ajs [:346 (script) js 6.87kB 24.64kB expires: "2027-10-20T18:02:26.000Z"
GET @ abs.twimg.com  icons.22.c57002aa s /:346 (script) js 9kB 27.40kB path: "/
-~ . PR - . F e . _———— camacitas "Nana"

7(a) Observed response cookies:

cf_bm — Cloudflare bot-management cookie; helps detect automated traffic.
ct0 — Session token used by Twitter for login state verification.

guest_id — Unique anonymous visitor identifier.

guest_id_ads - Tracking identifier for ad services.

guest_id_marketing — Marketing tracking identifier.

personalization_id — Cookie used for content and ad personalization.
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® O Inspector Console [ Debugger M Network  {} Style Editor () Performance 4k Memory [F) Storage  f Accessibility 33 Application
W ¥ Filter URLs Il + Q © Al HTML €SS JS XHR Fonts Images Media WS Other [ |Disable Cache NoThrottlings 3
Method  Domain File Initiator Type Transferred Size B Headers  Cookies Request  Response  Timings  Security

7 Filte:

POST  apix.com user_flowjson main.e350¢72a.s.. ~ Response Cookies
302 GET @ cloudtypogra... fontscss stylesheet css 162.70kB 2162...
B GET @ webcoreunm... unm-styles.min.css stylesheet css 39.76kB 2153...
GET @ wwwunmedu  sitestyles.css stylesheet s 604kB 26348
secure: true *
GET b . in. t 44.38K 1375... .
E @ webcore.unm. unm-scripts.min js scrip! s B value: "1554015492.20480.0000
GET @ wwwunmedu  sitejs sript is 203kB 483K8 4 501310641
GET @ www.unm.edu  jguery.waypoints.min.js seript s 3.06kB 884kB domain: " www.unm.edu”
GET & wwwunmedu  velocity.minjs seript js 1277kB 34.86 kB path: /"
. value: "011889d2d9366bb100ec3e2062260¢c93952909439891d7e2e04cabdab1edbd15F1b277c69d
@ Ouommetn ey script = el (B 6acOfeSdeaBdF143¢d45232688c16d5b70e3ebc207003225bd84bFB34ccd”
GET @ wwwunmedu  bythenumbersjs script is 9698 145k8

GET @ www.unmedu  nso-buttonjpg img ipeg 181.90 kB 1815...




7(b) Observed response cookies: Oreo and TS0131c641.
These are standard session and load-balancing cookies used by the UNM web server to
maintain user sessions and distribute requests across multiple backend servers.

(&) i Department of Compute: + v = o X
e

o C 08 =w .unm.edu W @ signin & =

itor () Performance Lk Memory [ Storage Accessibility 338 Application 0] = X

® O inspector

W 7 Filter URLs I+ Q @ Al HIML CS5 JS XHR Fonts Images Media WS Other

Console [ Debugger N Network {} Style E

| Disable Cache  No Throttling ¢ %

Status  Method  Domain File Initiator Type  Transferred Size Bl Headers Cookies Request Response  Timings  Security

V Filte

GET & www.csunm....  bootstrap.min.css stylesheet s 20.89kB 1244... + Request Cookies
GET @ fonts.googlea...  css?family=Oswald stylesheet s 123k 1.80k8 _Fbp: "fb.1.1760984708005.2008623308"
GET @ maxcdnboots.... Font-awesome.min.css stylesheet s 561kB 2077k8 —ga: "CA1.1.650891144.1760984708"
ga_YESXJVELVF: "G52.1: 7074 7609847 :
e 8 wwwcsunm.... | stylescss stylesheet - carke aToks _ga) ELVF: "G52.1.517609847075015g04t17609847074j60510$h853271900
_gcl_au: "1.1.356997486.1760984708"
GET & www.esunm....  jquery.minjs script js 94.07kB 93.64 kB gtme
_gtm
GET & www.esunm....  new-cs-logo.png img png 39.22kB 3877 kB o "
GET @& webcore.unm...  jquery.flexslider-min js script js 5.69 kB 16.96 kB : "Bq2tCGING]PSFRIBKCegOClo9Gm.tt1"
200 CET 8 www.csunm....  Fexslider.css stylesheet s 216kB 477k8 FPGSID: "1.1760984708.1760984708.G-YE9X JVELVF vt 1yKaAPhCKFFRESNHKIYQ"
ticsid: 1760984708954 WbYBPOFWGOWhoDXHbFDN.1.1760984709172.0"
GET & www.esunm....  cs-hack-banner-pjpg img ipea 275.31kB 2748... o n
C77U3LHALLIOG: "1760984708954::gSnompnDS2Hu e _-biHk.1.1760984709172.0"
GET @ www.esunm....  csticketing-20222.jpg img ipeg 115.39k8 1149,

7(c) Observed request cookies: Google Analytics identifiers (_ga, _gid, _gcl_au) and Facebook
or ad tracking cookies (_fbp, _tt_enable_cookie, ttcid).

These cookies are used to collect site usage data and integrate analytics and advertising
features.
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|
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® O inspector Console [ Debugger M Network {} Style Editor () Performance {k Memory (B Storage T Access
W ¥ Filter URLs Il + Q ® Al HIML €SS JS XHR Fonts Images Media WS Other [ |Disable Cache NoThrottlings 3
Status  Method Domain File Initiator Type  Transferred Size [l Headers Cookies Request Response  Timings  StackTrace  Security

POST browser.events.d.

neCollector/1.0/7cors=truedcontent-type=applicat beacon

+ Response Cookies

GET @ login.microso...  Favicon.ico FaviconLoadersy... plain 124kB 0B v _csif_token
GET & ssocanvasims... delegated auth_pass_through?target=https://canvas document html 12.66 kB 4469 kB path: "f*
GET @ cnvasunmedu / A document html 13.48kB 4469k secure true
value: "tvq0t1Gc0O5JmpSmIVRuCeAFDtONaSEKiOPVHQKp 1uz5O9FmB+uFVBZyTcF6 JAOGIX JAIVAZYG38E
GET @ dutihjevxOuq... Lato-Regular-bdd3a2cc27.woff2 font woff2  183.34kB 1827...
5JFPhDhQ:
GET @ dutihjevxQug... Lato-Bold-cccbB97485woff2 font woff2  185.55kB 1849... ¥ canvas_session:
GET @ dulihjevxOug... Latoltalic-geb103bdd1.woff2 font woff2  19634kB 195.7... htepOnly: true
GET @ dulihjcvxOug... Fonts-ebdal0fbiB.css stylesheet ss 1.13k8 343k8
“None"
GET @ dulihjovxOug... variables-6ceabaf6137deaalb310c07895491bdd.css stylesheet ss 134k8 363kB e
e tru
CET @ dulthicwOug... common-50ee0fci0b.css stylesheet s 5846 kB 3954... Value: "Fd85Vg2w13-UlvdLylsd_A+HTFilB7IIp0dwzl1cX8H3(ZkpUFOecMphEUNG-eidd-
GET @ dutihjcv0ug... react_todo_sidebar-dfo88b77as.css stylesheet = 9498 468 TZFZpszZ8glzL 2rs95zQLPLADPIWFIGICPWxbLFEOOGTKSANXIcywaXOmHSCtOWbWY 2vIWIWXRAIKR
- elWBwasljgECQLMLKWXtsBFvde4RnVZNSBQRTNEVAF0 JjWRKSEP3VIYUEX SsuV-xgyfYbQms-
GET @ dutihjevxQuq... dashboard-ef57d7396b.css stylesheet css 196 kB 4.42k8 lyglCEQEWBPraG-mc2HCWSMixCST3azLWIYpTuUIRKOES 1 by JgaN-
GET @ dutihjcvxOug... dashboard_card-518d147472.css stylesheet = 204kB 5568 Px200GV_4350wI6CSqV3eXtyh-ByTcHwstTp1_tBVNPgXa-VVakixwUUxnXTCYiboKEy 14D52d-
- QuReRZBXLEXTninj-2P20p_GgV4YHC2FaJKXulz)Ty2KAWMYbEYCWE -
GET @ dulihjcvxOuq... new_user_tutorials-6b15f87caf.css stylesheet ss 7838 1808 ZTETXC2NIIZHT JfieYqaqDHYNLP3DPE-
GET ) P, | e stylesheet . 9598 1188 YI9BOBaYGQSK1YPIWDVS3hRESSmodZ8ndDBO4xQBNnwyN_NXXbGz2VBVQWeE20KMAF2jQFyF
UCnSTl MahOxeg_npmMn_PY3IC0QYzIBYc.aPaFQA"
GET @ dulihjovxOug... variables-6ceabafé137deaalb310c07895491bddjs  script is 133k8 351k8 oo e
w log_session._i
GET @ dutihjevxOuq... Denver-8b016888d3js script is 120k8 257kB htpOnly: true
GET @ dutihjevxQua... en_US-80a0ce255b js script is 9758 6338 path
GET @ dutihjevxQua... react-entry-4809e08e13F74ffa s script is 75.41kB 319.1... secure: brue
value: "0c43F11269€3ea86960f7dB108F3adbo”
GET @ dulthjcvsOug... main-entry-cdsel19db76edde.js script is 125M8 3.93MB e e ! *
~ Request Cookies
GET @ cnvasunmedu  avatar-50.png img png 9728 6098
X § _csrf_token: "NJQBSO+2jzhWPC2Z6y/LJg7Z4qWDPPU147GKS/mxsXRISFYvm+FiczRQa+umd/
GET @ instfs-pdipr...  ensureltoken=eyJOeXAIOLKVIQILCIhbGCOUIUZUX! img gif 170k8 358 PIVICEyeSVi2KOMDSzekMg=="
GET @ instructureu...  js-prodjs script is 30.70kB 30.15kB _fbp: "Fb.1.1760984708005.2008623308
GET @ canvasunm.edu  auth?response_type=code&client_id=170000000000 img aif 234kB 358 _ga: "GA1.1.650891144.1760984708"
200 GET ey avatar-50.png T =% g8 _@3_SOKGITLEIL: "GS2.1.5176098! 01500517 0"
_ga_YEOXJVELVF: "GS2.1.517609847075015015t17609863605j60$105h853271900"
GET @ canvas.unm.edu  dashboard_cards [:226 (fetch) json 2.07kB 235k8 . .
cl_au: "1.1.356997486.1760984708
GET @ canvas.unm.edu  items?start_date=2025-04-20T00:00:00.000Z&Filter= /:231 (Fetch) json 230kB 1.05 k8 enable cookie: ™"
GET @ cnvasunmedu  items?end_date=2025-10-20T06:00:00.000Z8order=1 /:236 (Fetch) json 227k8 5238 "Bq2tCGINGIPSFRISKCeg0ClodGm tt.1"
GET @ canvas.unm.edu  items?start_date=2025-10-20T06:00:00.000Z :241 (Fetch) json 221k8 6798 vas_session: "OVjQEETWO02NOghYQdJgSg.-cXGENSFNMOu21B-
. onsincludelk ot Fetch . ZSKSKPIhsYPWKMIRT_7VxosTcJmvIFAEKUOPTDbDWgSQ37bFET-
GET @ carvasunm.edu  missing_submissionsZinclude[]=planner_overridesafi /:246 (Fetch) json 2.10kB 2B H130epudidJcolQomhVxFkoP-RW2ak0oHioFD_Oy GTy-HRsS238QgQCioV-2iFTA-
GET @ sso.canvaslms... post_message_forwarding?rev=e6aca5eS5d-de82331 subdocument html 163 kB 3708 IGIICFNNA3I27VZLw. 3PTX25H48yxACIBUSGTDF_6Nzl.aPaE-A"
GET @ instructure-u...  UNM Logo White.png img png 57.42kB 56.91kB log_session_id: "131a41eef191c0230da%a0ec7d5b52f3
ttesid: "1760984708954: WhYBPOPWGOWhoDXHbFDN.1.1760986360920.0"
GET @ dutihjcvxOug... Footer-logo-878a52a06F.png img png 371kB 315kB

ttesid_CQQI47RCTTU3LHALLSOG: "1760984708954::gSnompnD52Hule_-bikk.1.1760986360920.0"

( 1i3requests  10.50MB/3.74MBtransferred | Finish: 2.43s [l DOMContentloaded: 5 ms [l load: 6 ms




7(d) Response cookies were initially set by the Canvas application server to establish a secure
session. These included _csrf_token, canvas_session, and log_session_id. The _csrf_token
cookie guard against cross-site request forgery, ensuring that any subsequent POST requests
made by the user are from legitimate, authenticated sessions. The canvas_session cookie
creates and maintains the user’s active login session; it contains an encrypted session identifier
that links the user’s browser to their authenticated Canvas account. The log_session_id cookie
is used internally by Canvas to log session events, correlate user actions, and improve
reliability and auditing within the LMS platform.

Immediately after these cookies were issued, the browser began including them in its request
headers for all subsequent resource requests to Canvas, such as dashboard updates, images,
and JavaScript components. The request cookies included _csrf_token, canvas_session,
log_session_id, and third-party analytics identifiers like _ga, _gid, and ttcid. This is a typical
example where the server sets authentication cookies and the browser returns them
automatically with every new request to preserve continuity.

(53 | ¥ Department of Compute: x €9 Facebook-loginorsigntx = + v B & &
S _
O <« C O 8 www.facebook.com w5 @ signin &y =
Email or phone number
O® O Inspector Console [ Debugger T Network {J} StyleEditor () Performance {0t Memory [F) Storage Ty Accessibility 888 Application 0] = X
W FiterURLs Il + Q © Al HIML CS5 JS XHR Fonts Images Media WS Other [ |DisableCache NoThrottlings 3
Status  Method Domain File Initiator Type  Transferred Size [l Headers Cookies Request Response  Timings  Security
& www faceboo. document 37.81kB W Filter Cookies
GET @ staticxcfbed...  AopQu4JGnld.css stylesheet s 217.51kB 962.1 + Respense Cookies.
GET & staticxx Foed raBEYVRNY3t.css stylesheet s 11.98kB 43.09kB  w datr
GET & staticxxfbed...  -FFR10bKz Vicss stylesheet css 588kB 12.94kB domain: " facebook com”
X )26-11-24T19:0 0z'
GET & staticxx Foed EOeT_w_RndE js script js 99.88 kB 3731 € 026-11-24T19:00:26.000
httpOnly: true
GET & static.xx foed 4lCu2zih0ca svg ima svg 296 kB 255kB o
GET @ facebook.com  hsts-pixel.gif ima gif 453kB 438 "None"
GET @ staticxcfbed...  FGV3SMpSSBH.js script s 10.52kB 2636kB cure: true
GET @ staticxocfbed..  CBIUIBZbwmXjs script is 12.20kB 33.01kB value: "zIb2aMaTO_AWVwrFcBMGygt!"
GET & static.xx.Focd 1cZqghmGAiw.js script s 18.94 kB s775kB fr
facebook.com”
GET @ staticxcfbed...  RPShXoRBx3ajs script s 247kB 9898 . .
026-01-18T19:00:28.000Z
200 GET staticoc focdn.net img svg cached 52.10k8 hetpOnly: true
200 GET set=utf-8basesd, stylesheet ess 0B 08 ath
[260] : iesh .
200 Sy @ staticxocfbed...  23PH_OWMFijs EOeT_w RndEjs... js 401kB 6.45kB sa "None”
secure: true
GET @ staticxocfbed...  OTnelmdsXSipng img png 2.01kB 958 ¢
value: "OMKIT6xsr9X(i3TTH. Bo9obM..AAA.0.0.B0%0bM. AWFFZwrlYDVUBYVAZpkU2GmI4"
GET @ staticoocfbed...  LXXmWzRMeRP.png img png 6.18kB 4.26k8 .
GET @ staticxcfbed...  e9sqrBWnkCFico Faviconloadersy... xicon  7.35kB 5.43kB domain: " Facebook.com”
G static.xx.fbed.. 1813735 eT_w R0Ejs... js ( 5 )26-11-24T19:00:28.000Z
GET @ staticxx b DADLBI373. EOeT_w_RndE. 21.04kB 55.40k8 026-11-24T19:00:28.0002"
200] GET @ static.xxfocd PSSHFXW__mM,js EOeT w RndEjs... js 234kB 5078
200] GET @ static.xx.focd LOKeAmd-mxQ.js EQeT w RndEjs... js 50.34kB 208.5. ;
lone
200 ET @ staticxxfbed..  B7y-BSm_fLjs EOeT_w_RndEjs... js 19.38kB 5338kB
200 ET @ staticxcfbed...  UOSEXMSRyJ3 js EOeT_w_RndEjs... s 63.18kB 2440 value: "zIb2aJHJiFOCMLq1dCa5UCQe"
7(e) Response cookies included datr, fr, and sb. These are used to identify the browser,
manage login sessions, and support security checks.
() | W Department of Computer x (@ USENIX Home | USENIX X =+ v B & G
o <« C O B www.usenix.org Pk @ signin & =

F R O nspector ) Console [ Debugger ) Network {} StyleEditor () Performance 4k Memory [E) Storage r Accessibility 388 Application D g - X

| @ 7 FiterURLs Il + @Q © Al HTML CS5 JS XHR Fonts Images Media WS Other  [|DisableCache NoThrottlings X

Status  Meth... Domain File Initiator Type  Transferred size. [l Headers Cookies Request Response  Timings  Security

! GET & www.usenix... [

0 B7 requests 2.04 MB / 890.86 kB transferred Finish:2.31s . DOMContentLoaded: 1.79 s . load: 2.27 s

document heml 8.25kB

No cookies for this request



7(f) No cookies were set for this request

n A
3 | % Department of Compute: x AS Hegemony: A Robust | x = + v N & &
, , I N _
d « C QO B www.iijlab.net/en/members/romain/pdf/romain_sigcomm2017.pdFf e @ signin gy =
(50 v 1| of3 — | + AutomaticZoom v 2 TZ & &3 »
® O Inspector Console [ Debugger ) Network {} Style Editor Q) Performance 4k Memory [F) Storage T Accessibility 888 Application 01 (] = X
W 7 Filter URLs Il + Q © Al HTML €SS JS XHR Fonts Images Media WS Other  [_|DisableCache NoThrottlings 3
Status  Method Domain File Initiator Type  Transferred Size [l Headers Cookies Request Response  Timings  Security

document

4 GET & www.iijlab.net  Favicon.ico FaviconLoaders... html NS_BINDING_A... 0B No COOK]E‘S FIOF thJS request

0 2 requests 1.82 MB / 1.82 MB transferred Finish: 2.06 s . DOMContentLoaded: 965 ms . load: 1.79 s

7(9) No cookies were set for this request

(5 @ # Department of Compute: X € Facebook-loginorsignt x = + ~v n & &
d « C O 8 www.facebook.com b © signin &1 =
Email or phone number
@ O inspector Console [ Debugger M Network {} StyleEditor () Performance 4k Memory [E) Storage T Accessibility 388 Application 0] e X
W 7 Fiter URLs I+ Q © Al HIML CS5 JS XHR Fonts Images Media WS Other [ [|DisableCache NoThrottlings ¥
Status  Method | Domain File Initiator Type  Transferred size B Headers Cookies Request Response  Timings  Security
document GERLTER < Fite
GET @ staticxxfbedn... rgBEYVRNY3t.css stylesheet s 9.98 kB (raced) 43.09kB  + Response Cookies
GET @ staticxxfbedn... -FFR10bKz Vess stylesheet s 3.89 kB (raced) 1294kB | v fn
CET @ staticxxfbedn...  EOeT_w_RndEjs script s 97.87 kB (raced) 373.16... domain: " facebook.com”

expires: "2026-01-18T19:20:13.0002"

GET @ staticxxfoedn...  4lCu2zin0ca.svg img svg 986 B (raced) 255k8
hespOnly: true
200 GET @ facebook.com  hsts-pixelgif img gif 455kB 438 oot
GET @ static.xx focdn... CBILBZbwmxjs script is 10.19kB (raced)  33.01kB <amesite: "None”
GET @ staticxxfoedn...  FGV3SMpSSBHs script is 8.51kB (raced) 26.36k8 secure: true
GET @ staticxufbcdn... 1cZaghmCA]s script i 1693k8 raced)  5775kB value: "OMKITExsraXIi3TTH. BoSobM. AAA.0.0.8080tE AWCTrwrNOLKQKFo-gTSXKEIWsU'
GET & staticxxfbedn...  RPShXoRBx3ajs script s 460 B (raced) gggp ¥ Request Cookies
260 e statix bcdnnet imo e datr: "2Ib2aMaTO_AWVWIFCBMGygH”
) fir: "OMKIT6x5r9X(i3TTH. £090bM. AAA.0.0.B090bM. AWFFZIwrlkYDVUBYVAZpkU2Gml4"
200 GET stylesheet s 08 0B - .
sb: "zlb2a HIIFOCMLA1dCo5UcQe
200 GET @ staticxcfbedn...  23PH_OWMFijs EOeT w RndEjsi.. s ached 6.46 kB B
GET  staticxcfbedn...  O7nelmd9Xst.ona ima ona 958 fraced) 958

8(Choose €)

On this second visit to facebook.com, request cookies now appear alongside the response
cookies. This happens because after the initial visit, Facebook’s cookies (fr, datr, sb) were
stored locally by the browser. When the site is revisited or new requests are made, the browser
automatically sends these stored cookies back to the server in the HTTP request headers.




(B | About Networking X 4+ v B G
<«

o C [ about:networking#dns Pid @ signin &

https://mozilla.cloudrlare-dns.com/dns-query 2

Clear DNS Cache

HTTP
Hostname Family TRRAddresses Expires Isolation Key Extra
Sockets (Seconds) flags
o]
DNS flagship-gtm.unm.edu ipv4  true 142.250.72.51 592 ~partitionKey=%28https%2Cunm.edu%29 0x12022|
2|o]
ol
WebSockets scontent.xx.focdn.net ipvd  true 57.144.104.128 517 ApartitionKey=%28httpsd%2CFacebook.net%29 0x12022]
2jo|
. 34.199.65.120 JU— . N N oloxo|
DNS Lookup prod.ally.ac ipva  true S oseaos 586 partitionKey=%28https%2Cally.ac%29 ol
151.101.65.91 of
Logging mozilla-ohttp.fastly-edge.com ipvd  true 151.101.193.91 524 0x12022|
151.101.129.91 20|
151.101.1.91
RCWN Stats 104.26.12.87
104.26.13.87 ol
- 172.67.71.67 e
Network ID www.juicer.io ipva  Erue 002068 1a:57 397 ~partitionKey=%28https%2Cunm.edu%29 0x4012|
2606:4700:20:681a:d57 ol
2606:4700: ac43:4743
o]
sso.canvaslms.com ipvd  true gg‘gz’liﬁdgm 548 ~partitionKey=%28https%2Ccanvaslms.com%29 0%12022|
T 2[o]
20.190.151.134 8
20.190.151.8 N
20.190.151.67 of
. . . . 20.190.151.70 " . .
login.microsoftonline.com ipva  true 50051132 720 ~partitionKey=%28https%2Cmicrosoftonline.com%29 0x12022|
20.190.151.6 2ol
20.190.151.7
20.190.151.131
104.18.10.207 o
104.18.11.207 o
maxcdn.bootstrapcdn.com ipvé true 2606:4700-6812:ack 674 ~partitionKey=%28https%2Cunm.edu%29 0x4012|
2606:4700::6812:bcf olol
99.84.117.48 of
. . 99.84.117.38 o
du11hjcvx0ugb.cloudfront.net ipv4 true 99.84.117.219 552 ~partitionKey=%28https%2Cunm.edu%29 0x12022|
99.84.117.20 20|
ol

analytics-ipv6.tiktokw.us ipv4 true 2;;‘3:213; 517 ~partitionKey=%28https%2Cunm.edu%29 0x12022|

2jo|
5 .
9 It’s much larger than the 7-12 pages | visited.
| did not manually visit these URLs, but my browser requested them automatically while
loading the main pages:
CDNs: Facebook (fbcdn.net), AWS CloudFront, BootstrapCDN.

. . . . . 5 .
Analytics/tracking — Juicer, TikTok analytics, UNM’s Google Tag Manager variant.
Accessibility and browser services — Ally (ally.ac) and Mozilla Fastly Edge.

A HW2Capture1.pcapng -
Eile Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
AR IO DBIRE ACHII--IEEQRQQE
[W]dns [®ES -jo
No. Time Source Destination Protocol Length Info
17 5.490398500 192.168.64.5 192.168.64.1 DNS 97 Standard query ©x27c7 A mozilla.cloudflare-dns.com OPT
44 5.533579709 192.168.64.1 192.168.64.5 DNS 129 Standard query response 0x27c7 A mozilla.cloudflare-dns.com A 162.159.61.4 A 172.64.41.4 OPT
7393 57.702229956 192.168.64.5 192.168.64.1 DNS 100 Standard query 0x35a8 A connectivity-check.ubuntu.com OPT
7394 57.725892033 192.168.64.1 192.1§8.64.5 DNS 292 standard query response 0x35a8 A connectivity-check.ubuntu.com A 185.125.196.18 A 91.189.91.96 A 185.1..
17962 149.996861245 192.168.64.5 192.168.64.1 DNS 97 standard query ©xebbd AAAA mozilla.cloudflare-dns.com OPT
17968 150.025616178 192.168.64.1 192.168.64.5 DNS 153 standard query response Oxebbd AAAA mozilla.cloudflare-dns.com AAAA 2803:f800:53::4 AAAA 2a06:98c1:52:..
20971 218.613856586 192.168.64.5 192.168.64.1 DNS 97 Standard query ©x6e7f AAAA mozilla.cloudflare-dns.com OPT
20985 218.655409991 192.168.64.1 192.168.64.5 DNS 153 Standard query response 0x6e7f AAAA mozilla.cloudflare-dns.com AAAA 2a06:98c1:52::4 AAAA 2803:f800:53:..
» 24083 267.665843971 192.168. 5 192.168.64.1 DNS 100 Standard query ©xbf29 AAAA connectivity-check.ubuntu.com OPT
24084 267.690769695 -1 .5 436 Standard query response xbf29 AAAA connectivity-check.ubuntu.com AAAA 2620:2d:4000:1::96 AAAA 2620:2d..

» Frame 24084: 436 bytes on wire (3488 bits), 436 bytes captured (3488 bits) on interface -
» Ethernet II, Src: 86:2f:57:14:a9:64 (86:2f:57:14:a9:64), Dst: 6a:23:79:b0:8a:fc (6a:23:
» Internet Protocol Version 4, Src: 192.168.64.1, Dst: 192.168.64.5

User Datagram Protocol, Src Port: 53, Dst Port: 49017

~ Domain Name Svstem (response)

40 05 00 35 bf 79 01 92 2f b3 bf 29 81 80 60 61 @ 5y VARD) e
00 6¢c 60 00 00 01 12 63 6f 6e 6e 65 63 74 69 76 c onnectiv

69 74 79 2d 63 68 65 63 6b 06 75 62 75 6e 74 75 ity-chec k-ubuntu

03 63 6f 6d 60 60 1c 60 01 cO Oc 60 1c 660 01 60 com

00 60 2b 60 16 26 20 00 2d 40 00 60 61 60 00 6O + & -@

10 They all have a standard query response pair and all use port 53, but they have various
lengths, and some are query type A, others AAAA



4

A *enp0s1 — [k
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR O DERE A V-~ EQQQE
[ -le
No. Time ~ Source Destination Protocol Length Info
1 0.000000000 192.168.64.1 192.168.64.255 DB-LSP. 271 Dropbox LAN sync Discovery Protocol, JSON
2 18.565769264 192.168.64.5 192.168.64.1 DNS 85 Standard query ©x99b7 A www.iijlab.net OPT
3 18.565966306 192.168.64.5 192.168.64.1 DNS 85 Standard query ©x8fb7 AAAA www.iijlab.net OPT
4 18.942741812 192.168.64.1 192.168.64.5 DNS 119 Standard query response ©x99b7 A www.iijlab.net CNAME sh3.iijlab.net A 202.238.220.76 OPT
5 18.942742270 192.168.64.1 192.168.64.5 DNS 131 Standard query response ©x8fb7 AAAA www.iijlab.net CNAME sh3.iijlab.net AAAA 2001:240:bb82:2706::1:49 OPT
6 18.944367357 192.168.64.5 202.238.220.76 TCP 74 51254 - 443 [SYN] Seq=0 Len=0 'SACK_PERM TSecr=0 WS=128
7 19.079251628 202.238.220.76 192.168.64.5 Tcp 74 443 . 51254 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=220205807 TSecr=89495005 WS=128
8 19.079341628 192.168.64.5 202.238.220.76 TCcP 66 51254 . 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=89495140 TSecr=220205807
9 19.082089383 192.168.64.5 202.238.220.76 TLSV1.3 474 Client Hello (SNI=www.iijlab.net)

1)

In the capture, the client (192.168.64.5) first issues DNS queries to the local resolver
(192.168.64.1) to resolve the hostname www.iijlab.net (frames 2-5). These are sent over UDP,
using standard DNS query types: A record for IPv4 (frame 2), AAAA record for IPv6 (frame 3)
The resolver responds (frames 4-5) with both IPv4 and IPv6 addresses, confirming that DNS
resolution succeeded.

Immediately after DNS resolution, a TCP 3-way handshake occurs between: Source:
192.168.64.5,Destination: 202.238.220.76 and Ports: 51254 — 443

This establishes a reliable connection for HTTPS (HTTP over TLS). The packets: SYN — client
initiate connection (frame 6), SYN-ACK — server acknowledgment (frame 7) ACK — client
confirmation (frame 8). Following the handshake, we see the TLS Client Hello (frame 9), which
begins the encrypted HTTPS session to request the PDF file (romain_sigcomm2017.pdf).

‘ Wireshark - Conversations - enp0s1

= &
Conversation Settings Ethernet-1 | IPv4-1 IPv6 | TCP-1 | UDP
AddressA  ~ Port A Address B PortB Packets ~ Bytes  StreamID Total Packets Percent Filtered Packets A— B BytesA— B Packets B— A BytesB— A
192.168.64.5 51254 202.238.220.76 443 724 2MB 0 724 100.00% 333 23kB 391 2MB 1
Absolute start time
v/ Limit to display filter
A Wireshark - Conversations - enp0s1 -ox
Conversation Settings Ethernet-1 | IPv4-1 | IPv6 |\ICP-1 | UDP
AddressA Port A Address B Port B Packets Bytes Stream ID Total Packets Percent Filtered PacketsA— B BytesA— B Packets B— A BytesB— A F
192.168.64.5 42336 192.168.4.45 22 1,641 2MB 2 1,641 100.00% 1,308 2MB 333 28kB 36

2) Download B->A = 391 packets
Upload A->B = 1,308 packets



A *enp0s1 - o
fle Edit view Go Capture Analyze statistics Telephony Wireless Tools Help
AR O DERRE A YI--EHQRQQE
(A]tcp.port == 443 IR
No. Time - source Destination Protocol Length Info =
618.944367357 192.168.64.5 202.238.220.76 TcP 74 51254 ~ 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=89495005 TSecr=0 WS=128
[ 719.079251628 202.238.220.76 192.168.64.5 TCP 74 443 . 51254 [SYN, ACK] Seq=@ Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=220205807 TSecr=89495005 WS=128
819.079341628 192.168.64.5 202.238.220.76 TC 66 51254 — 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=89495140 TSecr=220205807
919.082089383 192.168.64.5 202.238.220.76 TLSv1.3 474 Client Hello (SNI=www.iijlab.net)
10 19.215781652 202.238.220.76 192.168.64.5 Tcp 66 443 — 51254 [ACK] Seq=1 Ack=409 Win=64768 Len=0 TSval=220205944 TSecr=89495143
1119.216677195 202.238.220.76 192.168.64.5 TLSv1.3 2466 Server Hello, Change Cipher Spec, Application Data, Application Data, Application Data, Application Data
12 19.216737237 192.168.64.5 202.238.220.76 Tcp 66 51254 — 443 [ACK] Seq=489 Ack=2401 Win=69120 Len= TSval=89495277 TSecr=220205945
13 19.221968873 192.168.64.5 202.238.220.76 TLSv1.3 146 Change Cipher Spec, Application Data
1 1419357526228 202.238.220.76 192.168.64.5 TLSvi.3 353 Application Data
15 19.357526686 202.238.220.76 192.168.64.5 TLSv1.3 353 Application Data
16 19.357607895 192.168.64.5 202.238.220.76 TLSv1.3 261 Application Data
17 19.401194899 192.168.64.5 202.238.220.76 TCP 66 51254 — 443 [ACK] Seq=684 Ack=2975 Win=74880 Len=0 TSval=89495462 TSecr=220206085
18 19.494467003 202.238.220.76 192.168.64.5 TCcP 2962 443 ~ 51254 [PSH, ACK] Seq=2975 Ack=684 Win=64640 Len=2896 TSval=220206220 TSecr=89495418 [TCP segment of a reassemble
19 19.494467378 202.238.220.76 192.168.64.5 TCP 2962 443 ~ 51254 [PSH, ACK] Seq=5871 Ack=684 Win=64640 Len=2896 TSval=220206220 TSecr=89495418 [TCP segment of a reassemble..
» Frame 14: 353 bytes on wire (2824 bits), 353 bytes captured (2824 bits) on interface enp®si, id © - 6a 23 79 bo 8a fc 86 2f 57 14 a9 64 08 00 45 00  j#y
» Ethernet II, Src: 86:2f:57:14:a9:64 (86:2f:57:14:a9:64), Dst: 6a:23:79:b@:8a:fc (6a:23:79:b0:8a:fc) 01 53 b3 ff 0@ @0 35 06 28 bd ca ee dc 4c cO a8 s
~ Internet Protocol Version 4, Src: 202.238.220.76, Dst: 192.168.64.5 40 05 01 bb c8 36 4d fe be 04 06 10 08 df 80 18 @ - -
0100 .... = Version: 4 01 fa 26 67 00 00 01 01 08 0a 0d 20 14 05 05 55 &g
.... 0101 = Header Length: 20 bytes (5) 96 £3 17 03 03 01 1a 81 74 73 9b d9 a2 0a cd 82
» Differentiated Services Field: 0x@0 (DSCP: CS®, ECN: Not-ECT) 50 d6 8a ef 9f ef a8 99 97 f5 57 a8 82 35 bb 2c b8
Total Length: 339 ed 8 fc ee ee 7c 87 0f 3e 1a 27 c7 d2 d9 ed 9b
Identification: Oxb3ff (46079) 13 60 09 13 6c ef f4 39 e3 2e 50 b3 74 2a d2 fa 1
) 000. .... = : 0x0 c1 22 b5 77 57 G6c bo d8 67 70 80 47 3e 61 f8 9f - ".wW
...6 0800 6000 000 = Fragment Offset: © £5 41 97 bl 73 8 6c 33 a9 64 94 96 f7 1a b9 f7 A s
Time to Live: 53 d9 oc a3 8e Oc 33 db b3 c1 fd 33 8f 77 fa 26 3b
Protocol: TCP (6) b8 08 5a 33 92 7c fc bf da 79 f7 f8 50 43 71 82 z3
Header Checksum: ©x28bd [validation disabled] fb d6 8e 2e 87 08 9a 66 8f 1a 32 8d 13 84 b9 @b .
[Header checksum status: Unverified] 67 b4 68 b9 24 cc 50 cb ab ae c7 54 67 f8 2f c3 g-h'$
Source Address: 202.238.220.76 e 5d 24 d8 df 1b 47 @4 a7 4a 62 cb 1e 93 7a 73 e3 1% t
Destination Address: 192.168.64.5 70 1a 54 97 27 25 43 17 9a 8 ce 9 82 19 ea ea 04 T '%
~ Transmission Control Protocol, Src Port: 443, Dst Port: 51254, Seq: 2401, Ack: 489, Len: 287 13 d1 ©e 93 be 74 2c 83 a9 56 40 09 ab 4c c9 b2
Source Port: 443 1b 8b 2a 13 0d 99 70 14 f5 08 6a 4a do ac 47 51 *
Destination Port: 51254 bl af 99 30 7d 1f 70 5c 2e 1b 5b 13 63 ee 10 fa 0}
[Stream index: 0] c1 bf e3 e 01 e9 6e aa 6 be e9 F9 b8 3b ec 9a
» [Conversation completeness: Complete, WITH_DATA (63)] 140 4a f7 56 e5 3e 61 44 c6 98 99 00 7a 9d c3 d7 1b IV
[TCP Segment Len: 287] 150 Se ae cd 84 4d 21 af 8e 10 01 7b 7b 04 1c 9d d3 A .M
Sequence Number: 2401  (relative sequence number) 160 94
Sequence Number (raw): 1308540420
[Next Sequence Number: 2688 (relative sequence number)]
Acknowledgment Number: 489 (relative ack number)
Acknowledgment number (raw): 101714143
1000 .... = Header Length: 32 bytes (8)
» Flags: 0x018 (PSH, ACK)
Window: 506
[Calculated window size: 64768]
[Window size scaling factor: 128]
Checksum: ©x2667 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
» Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» [Timestamps] -l
R R T bt 2200 il 794 (30 306\ Aenmnds 0 (0 R0 R A

3)

Source Port

443 (HTTPS server port)

Destination Port

51254 (ephemeral client port)

Sequence Number

2401 — identifies the first byte of data in this segment
Acknowledgment Number

489 — acknowledges receipt of all bytes up to 488 from the client
Header Length

32 bytes (indicates TCP header size)

Flags

PSH, ACK (0x18) — data being pushed to the receiver and acknowledged
Window Size Value

64,768 — receiver buffer size before scaling

Window Scaling Factor

128 — actual window = 64,768 x 128 = 8,388,608 bytes
Checksum

0x26C7 — used for error detection of header + payload

Urgent Pointer

0 (not used)

TCP Options

Timestamps (TSval = 220206220, TSecr = 89495418) used for RTT measurement

4) Checksum = 0x26¢7 [unverified)].

5) The checksum is calculated by performing a 1’s-complement sum over a the source IP,
destination IP, protocol, segment length plus the entire TCP header and data, then taking the
1’s-complement of the result. When the receiver recomputes the checksum, any mismatch
indicates that bits were altered in transit.
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Redirection: The RFC talks about “3xx Redirection” codes and how they tell the client to go to
a different URI. It includes things like 301 Moved Permanently and 302 Found. The idea is that
when a page changes its address, the browser automatically finds the new one instead of
showing an error.This is necessary because the web changes all the time, and redirection
keeps links from breaking when sites move things around.

Client Error: The “4xx Client Error” section covers problems caused by the request itself, like
400 Bad Request, 403 Forbidden, and 404 Not Found. These tell you that something about
your input or permissions is wrong. The RFC says the client shouldn’t repeat the request
without fixing it.

This is necessary because it tells users when the problem is on their end instead of wasting the
server’s time or leaving them guessing why it failed.

Server Error: The “5xx Server Error” codes mean the request was fine but the server couldn’t
complete it. Examples are 500 Internal Server Error and 503 Service Unavailable. It basically
tells the client, “we understand what you wanted, but something broke here.”

This is necessary because it separates server failures from client mistakes and helps
developers figure out what’s actually wrong in a networked system.

Caching: Caching is about saving responses so they don’t have to be downloaded again. The
RFC talks about Cache-Control, ETag, and validation headers like Last-Modified. It’s all about
saving time and bandwidth by letting browsers reuse what they already have.

This is necessary because it makes the web faster and reduces load on servers instead of re-
downloading the same content constantly.

Expiration: This is how servers tell caches when stored data becomes “stale.” The RFC
mentions headers like Expires and max-age to control that. It uses caching to manage
freshness. This is necessary because it keeps information up to date without making clients
check the server every second.

Security Considerations: This section lists HTTP risks, like caching private data, using
unencrypted connections, or trusting headers too much. It suggests using TLS (HTTPS) and
validating inputs. This is necessary because HTTP by itself isn’'t secure, so these guidelines
help prevent people from intercepting, changing, or stealing data during communication.

6

1,2,3,4,5

https://www.unm.edu/ : https://is.gd/4kVCZd, tinyurl.com/95rch3ce
https://www.usenix.org/ : https://is.gd/T9Pugg, tinyurl.com/4eh35n9d

6(a) https://is.gd/4kVCZd, Status 301, Location https://www.unm.edu/

https://www.unm.edu/ Status 200, Location reached
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0D [ X

Al HTML €SS JS XHR Fonts Images Media WS Other  [[]Disable Cache NoThrottlings 3§

O O inspector Console [ Debugger N Network {3} Style Editor () Performance £k Memory (& Storage r Accessibility

W ¥ FilterURLs

Method

B Headers Cookies Request Response  Timings  Security

Domain

¥ Filter Cookies

@ wwunm.cdu ~ Response Cookies
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302 GET @ cloudtypography.com  fonts.css =
GET @ webcore.unm.edu unm-styles.min.css s 39.76kB 215.30kB in: "isqd"
266 GET @ www.unm.edu site-styles.css stylesheet s 6.04k8 26.34k8 plres 0251020135347 ooz
GET @ webcore.unm.edu unm-scripts.minjs script 3 243848 137.58k8 :z;wu e
GET & wwwunm.edu sitejs script s 203kB 483kB "None"
GET & www.unm.edu jquery.waypoints.min js seript 3 3.06 kB 8.84kB ve
GeT & wwwunm.edu velocity.minjs “eript is 127748 398648 value: "igaM_I6c3IgxAnTnQATbRZNI4aSdB Ty SnPAngFVCI-1761002627-1.0.1.1-
GEHCmb 1_rYLwlajedsrxUbi 1i¥ZQIWRNSIDihC5Nn0z30sM2852bKSHhEw3tapasPbZueaFtBmR sH
260 GET @ www.unm.edu velocity.uiminjs script is 329k8 13.26k8 Av_BRkzwPX_PUNmKxQlumr_F2Fgg”
€ 93requests | 12.68MB/9.35MB transferred | Finish: 40815 [l DOMContentloaded: 3765 [l load: 5755

7(a) Just the shortener

8(a) When | visited the short link https://is.gd/4kVCZd, the shortener domain (is.gd) set a
cookie. The Set-Cookie header appeared in the response from the shortener before it
redirected me to https://www.unm.edu/. The cookie from is.gd was not used by UNM'’s server,
it just helped the shortener track that the redirect was successfully followed. It lets the
shortener measure link usage and prevent abuse without affecting the target website.

9(a) The first response from is.gd had Status 301 (Moved Permanently) with a Location header
pointing to https://www.unm.edu/. That tells the browser that the short link has a permanent
destination, so it should automatically follow that new URL and possibly cache it for future use.
The second response from www.unm.edu was Status 200 (OK), which means the request
succeeded and the actual page content was delivered.The Location header specifies exactly
where the browser should go next. Without it, the 301 would just tell the browser “this isn’t
here” with no destination.
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inyurl.com/95rch3ce

301 (@

302 GET cloud.typography.com  fonts.css s css

) HTTP2
e 9.98kB (37.¢
e s minjs Highest
GET unm.edu sitejs s N DNS over HT
GET unm.edu jquery s ~ Response Headers (957 B)
GET www.unm.edu s 3 age: 43
"; ma=86400
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cac |: max-age=0, must-revalid
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o o s 1bde944e73d-DEN
CET img R content-type: text/html; charset=utf-8
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6(b) tinyurl.com/95rch3ce Status 301, Location https://www.unm.edu/
https://www.unm.edu/ Status 200, Location reached

Status Method  Domain File Initiator Type Transferred Size B Headers Cookies Request Response  Timings  Security

85rch3ce 7 Filter Cookies

200 GET @ wwvunmeedu ument html d 3744k Request Cookies

302 GET @ cloudtypography.com  fonts.css css 162.70k8 21626 kB __cf_bm: "WPDKa5LBRECavFThQET624SU06CaWKAW_rYOKR y3M
o N YFAu241.hudLSkwz30DoDuIGLakKNjaC_RKEJ2JHj.4wuRgj VEV7CeihQ02.6JBU_aLYsCIGQ
o 3xn4dblinZppxcCQibU.mxkD7PnK8™
200 tinyurlsession: "eyJpdil6InRQRWNqZlhjeWpnengzRj E VlljoiOHoz v
200 cached ZyBzUUtUK25iZVBpSmsyUGRINGSQYUISYVVQWVArdGiMY KcLJORUX3ZFZmbEL
RmNjejF63001bFdzTERVYTFZYIUTcDAXL 11Ib2VLKy2ya05ERXZucm 1PTkJASUSSQMZRRY.
200 ASaHB6eldoKzBQVUYILCIEYWMIOi4ZTJANDCANGUWOTEOMGI30DkzZDk20DIXOTkwYz
260 5 ke AONGZmOWZmNDkyMTQAY]YxZDFIODKMDCANZZIY2UINZM1liwidGFnljoilnd="
200 GET 3486 kB tinyUUID: ey pdil6IllSQmACYWRUVUgzUKQSSFNNR1E1cncSPSIsinZhbHVIjoiYOFZOEENMIU3ZDILaUdK.
K1JQaFk1d0: 08422. 5¢ UllnTU 1z vKyt1UFAZ
200 GET ript 13.26 kB ZnlqTRTTFZIdktEaUS 12GFveHZQbERIIE X 1K11laGZ6WETeEKSliwibWFijoiNGFINWEYZVIODU
00 e 8 v " Liske 20TCHZIMWNGQTNWRIYTMSY TQWNWVAMIEYMZRKMDVMM2ZKNWZIMGQS Y TUOMTKA0DAZ
MmMzNilsinRhZyl61iJo"
b =T & wwwunm.edu img peg il e XSRF-TOKEN: "ey. cHo3T1hISDF} hbHVjoidERXQOQVVkVpbWIsS
200 GET & www.unm.edu img ipeg cached BET Y 1Nta3pas2cN204MUISYIIsYVRZTDZybXRDemZZ0QxdOF WFpWkB3OCtaa22vZK
WHUzdkZHbUFW2REVUdHMHZSeDJHUK5Zai9HRUxaOTEyRmMRPUjMvb0Q 1 elFyeStuvwz
2> J A = KUKIsaDVITTRpVDYILCEYWMIOiI10DayZDZmY21wODASYmQWZMQ20GUANTMANGZIN
200 T carhed 100 MMzZTUTNGUZZMmQxMDkWZTgxYzYSMDkyZDe2NjMzMzhIYmFmiiwidGFnljoiin0="
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301 GET @ tinyurl.com 95rch3ce document heml 9.98k8 37.44k8

8 7d724c2962309 207ca07de084c1 13
77d0a6Scededf40185h1e3(f652a4b6abcsb1d863ef9de

7(b)The Network tab shows that tinyurl.com sent a Set-Cookie header before redirecting to
https://www.unm.edu/. UNM issued some new cookies but they weren’t related to TinyURL,
they were from accessing the site a second time.

8(b) When | accessed https://tinyurl.com/95rch3ce, the browser received a response from the
TinyURL server with a Set-Cookie: header. The cookies here seem to contain encoded session
or tracking information, probably used by TinyURL to count link clicks and monitor redirect
performance.

9(b) The redirect chain had two main responses: 301 (Moved Permanently) from tinyurl.com
with a Location header pointing to https://www.unm.edu/ and 200 (OK) from the final UNM site,
meaning the content was successfully retrieved. The 301 code tells the browser to
automatically go to the new URL and treat it as the permanent destination for that short link.
The Location header provides the exact address of the target page.
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301 ®
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328k8 7.75k8
357k8 275kB

1.08k8 2508
197k8 329k8
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Note Status, Location and cookie are all present here. And we saw before that usenix itself
doesn’t have cookies.

6(c) https://is.gd/T9Pugg, Status 301, Location https://www.usenix.org/
https://www.usenix.org/ Status 200, Location reached

7(c) Just the shortener

8(c) When | visited the short link https://is.gd/T9Pugg, the shortener domain (is.gd) set a
cookie. The Set-Cookie header appeared in the response from the shortener before it
redirected me to https://www.usenix.org/. The cookie from is.gd was not used by usenix’s
server, it just helped the shortener track that the redirect was successfully followed. It lets the
shortener measure link usage and prevent abuse without affecting the target website.
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9(c) The first response from is.gd had Status 301 (Moved Permanently) with a Location header
pointing to https://www.usenix.org/. That tells the browser that the short link has a permanent

destination, so it should automatically follow that new URL and possibly cache it for future use.
The second response from www.unm.edu was Status 200 (OK), which means the request
succeeded and the actual page content was delivered.The Location header specifies exactly
where the browser should go next. Without it, the 301 would just tell the browser “this isn’t
here” with no destination.

Block Resend
document heml 7.88kB 20.38kB
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6(d) tinyurl.com/4eh35n9d Status 301, Location https://www.usenix.org/
https://www.usenix.org/ Status 200, Location reached
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And once again, we saw earlier that usenix itself doesnt have cookies.

7(d) The Network tab shows that tinyurl.com sent a Set-Cookie header before redirecting to
https://www.usenix.org/. We saw earlier that usenix itself doesnt have cookies.

8(d) When | accessed tinyurl.com/4eh35n9d, the browser received a response from the
TinyURL server with a Set-Cookie: header. The cookies here seem to contain encoded session

or tracking information, probably used by TinyURL to count link clicks and monitor redirect
performance.

9(b) The redirect chain had two main responses: 301 (Moved Permanently) from tinyurl.com
with a Location header pointing to https://www.usenix.org/and 200 (OK) from the final usenix
site, meaning the content was successfully retrieved. The 301 code tells the browser to
automatically go to the new URL and treat it as the permanent destination for that short link.
The Location header provides the exact address of the target page.
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