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52.114.132.176 5 .86. P 60 443 - 56197 [ACK] Seq=335 Ack=189 Win=2053 Len=0
92.168. 86 61 i : B 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=fda2) [Reassembled in #181]
.168. .119.245. 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=fda2) [Reassembled in #181]
64929 - 33435 Lel 972
0 1 B 9 3 Time-to-live ded (Time to live d in transit)
.792881 E .86.6 21197 .1 1514 Fragmented IP protocol (proto=UDP 17, ID=fda3) [Reassembled in #185]
4/92582 .168. 8. : .12 Fragmented IP protocol (proto=UDP 17, off=1480, ID=fda3) [Reassembled in #185]
./928 192. . .119. .12 54 64929 - 33436 Lel 972
2.1 Time lu live exceeded (Time to live exceeded in trar
Fragmented IP protocol (proto=UDP 17, off= ID=fda4) [Rea:sembled in #189]
Fragmented IP protocol (proto=UDP 17, off=1480, ID=fdad4) [Reassembled in #189]
64929 - 33437 Le 972
) Time-to-live exceeded (Time to live exceeded in transit)
Fragmented IP protocol (proto=UDP 17, off 0, ID=fda5) [Reassembled in #193]
Fragmented IP protocol (proto=UDP 17, off=1480, ID=fda5) [Reassembled in #193]
64929 - 334;6 Lel 72
Time-to-live e ed ( to live exc e S
.801572 2 3 2 1514 Fragmented IP protocol UDP 17, off=0, da6) [Reassembled in #197)]
.801574 192.168. .119.245.12 1514 Fragmented IP protocol (pro DP 17, off=1480, ID=fda6) [Reassembled in #197]
.801575 .168. € . . 54 64929 - 33439 Len=2972
Time-
Fragmented IP pr
< y

» Frame 179: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface eno, id 3c 28 6d 89 Ge c8 78 4f 43 98 d9 27 08 00 45
» Ethernet II, Src: Apple_98:d9:27 (78:4f:43:98:d9:27), Dst: Google_89:0e:c8 (3c:28:6d:89:0e:c8) 05 dc fd a2 20 00 61 11 ©a 05 cO a8 56 3d 80
~ Internet Protocol Version 4, Src: 192.168.86.61, Dst: 128.119.245.12 f5 6c fd a1 82 9b b a4 db fe 00 00 00 00 00
0100 .... = Version: 4 00 00 00 00 0O 0O 60 00 00 00 60 00 00 00 00
.... 0101 = Header Length: 20 bytes (5) 00 00 00 00 0O 00 60 00 00 00 00 00 00 00 00

~ Differentiated Services Field: 0x0@ (DSCP: CS®, ECN: Not-ECT) 00 60 60 06 0O 00 60 60 00 00 00 60 00 00 00
0000 00.. Differentiated Services Codepoint: Default (©) 00 00 00 00 0O 0O 60 O 00 60 00 00 00 00 00
ettt Explicit Congestion Notification: Not ECN-Capable Transport (0) 00 00 00 00 6O 00 60 00 00 00 00 00 00 00 00

Total Length: 1500 00 00 6O 00 0O 00 60 00 0O 00 00 60 00 00 00
Identification: Oxfda2 (64930) 00 00 00 06 60 00 60 60 00 00 00 60 00 00 00

v 001. .... = Flags: 0x1, More fragments 00 00 00 00 0O 00 60 0O 00 00 00 00 00 00 00

] o = Reserved bit: Not set 00 00 60 60 6O 00 60 60 00 60 00 60 00 00 60

Don't fragment: Not set 00 00 00 00 6O 00 60 00 00 00 00 00 00 00 00

.1. = More fragmenl5 Set 00 00 00 00 0O 00 60 00 60 60 00 00 60 00 00

0 0000 0000 0000 = Fragment Offset: © 00 00 00 00 0O 0O 60 00 00 00 60 00 00 00 00

- Tlme to Live: 1 00 00 00 00 0O 00 60 00 00 00 60 00 00 00 00

» [Expert Info (Note/Sequence): "Time To Live" only 1] 00 00 00 00 6O 00 60 00 00 00 00 60 00 00 00
Protocol: UDP (17) 00 00 00 00 0O 0O 60 PO 00 00 00 00 00 00 00
Header Checksum: 0x0a@5 [validation disabled] 00 00 00 00 0O 00 60 00 00 00 00 00 00 00 00
[Header checksum status: Unverified] 00 00 00 0O 0O 0O 00 GO 00 00 00 00 00 00 00
Source Address: 192.168.86.61 00 00 60 66 6O 00 60 60 00 00 00 00 00 00 00

Destination Address: 128.119.245.12 00 00 00 00 6O 00 60 00 0O 00 00 060 00 00 00
[Reassembled IPv4 in frame: 181 ) 60 00 00 60 00 00 60 66 00 00 60 00 00 60 00

» Data (1480 bytes) 00 00 00 00 0O 00 60 00 00 00 00 00 00 00 00
00 00 00 00 00 00 60 00 00 00 00 00 00 00 00

1.1 Yes, the 3000-byte UDP segment was split into three IPv4 fragments, packets 179, 180,
and 181.

1.2 Two lines above the blue Time to Live, More fragments: Set (1)
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b. Time Source Destination Protocol Length Info
160.370823 52.114.132.176 . .86. 60 443 — 56197 [ACK] Seq=335 Ack=189 Win=2053 Le
.168.86.61 .119.245.1 1514 Fragmented IP protocol (prot DP 17, off=0, da2) [Reassembled in #181]
.168.86.61 5 B 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=fda2) [Reassembled in #181]
. 788155 .168.86.61 - .245. 54 64929 - 33435 Len=2972
2 92.16 5 5 oG ICMP 590 Time-to-live d (Time to live S
.792881 192.168.86. 128.119. . IPv4 1514 Fragmented IP protocol (proto=UDP 17, =0, [Reassembled in #185]
.792882 - 5 .6 - .245. IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=fda3) [Reassembled in #185]
.792882 1 . .86. . uoP 64929 - 33436 Le 972
452 8 ICMP - Time-to-live exceeded (Time to live exceeded in transit)
. 794636 5 .86.6 5 .245. IPv4 Fragmented IP protocol (prot DP 17, off I dad4) [Reassembled in #189]
.794637 192. .86. -119. .3 IPv4 Fragmented IP protocol (proto=UDP 17, off=1480, ID=fda4) [Reassembled in #189]
.794637 .168.86. . .245.1 uoP 4 64929 - 33437 Len=2972
B . ICMP Tin live jed (Time to live e ded in t sit)
.796749 192. .86. .119. .3 IPv4 Fragmented IP protocol (prot off=0, ID=fda5) [Reassembled in #193]
.796821 192.168.86. 5 BoALN IPv4 4 Fragmented IP protocol (prot off=1480, ID=fda5) [Reassembled in #193]
.796822 192. .86. . .245. ubpP 64929 - 33438 Le 972
4 0.0.0.1 19 .86.€ ICMP Time-to-live eeded (Time to ve ded in transit)
.801572 192. 108 86. 3 A IPv4 4 Fragmented IP protocol (prot ) da6) [Reassembled in #197]
.801574 192.168.86. 5 .245. IPv4 Fragmented IP protocol (proto , off=1480, ID=fda6) [Reassembled in #197]
.801575 192.168.86.6 -1 . -3 uoP 64929 - 33439 Len=2972
804159 10.¢ Ll ICMP 5 Time live ex jed (Time to i in transit)
.804234 192.168.86. 5 .245. IPv4 4 Fragmented IP protocol (proto=! 0 =0, I da7) [Reassembled
‘
» Frame 180: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface en®, id © 3c 28 6d 89 @e c8 78 4f 43
» Ethernet II, Src: Apple_98:d9:27 (78:4f:43:98:d9:27), Dst: Google_89:0e:c8 (3c:28:6d:89:0e:c8) 05 dc fd a2 20 b9 01 11 09
~ Internet Protocol Version 4, Src: 192.168.86.61, Dst: 128.119.245.12 f5 6c 00 00 00 00 00 00 00
0100 = Version: 4 00 00 00 60 00 6O 0O 60 00
.... 0101 = Header Length: 20 bytes (5) 00 00 0O 00 00 00 0O 00 00
~ Differentiated Services Field: ©x00 (DSCP: CS®, ECN: Not-ECT) 00 00 00 00 00 00 00 00 00
0000 00.. = Differentiated Services Codepoint: Default (0) 00 00 00 00 6O 0O 00 00 00

00 Explicit Congestion Notification: Not ECN-Capable Transport (0) 00 00 00 00 00 6O 00 60 00
Total Length 1500 00 00 0O 60 00 60 00 60 00
Identification: ©xfda2 (64930) 00 00 0O 00 00 6O 0O 60 00

v 001. .... = Flags: 0x1, More fragments 00 00 00 00 00 0O 0O 00 00
[¢] .. = Reserved bit: Not set 00 00 00 00 00 00 00 00 00

Don't fragment: Not set 00 00 00 00 00 0O 0O 00 00

1. = More fragments: Set 00 00 00 00 0O 0O 0O 00 0O

A.B 0000 1011 1001 = Fragment Offset: 1480 00 00 00 60 00 60 0O 00 00
~ Time to Live: 1 00 00 00 60 00 0O 0O 60 00
» [Expert Info (Note/Sequence): "Time To Live" only 1] 00 00 00 00 00 0O 0O 00 00
Protocol: UDP (17) 00 00 00 60 00 60 0O 00 00
Header Checksum: ©x094c [validation disabled] 00 00 0O 60 00 60 0O 60 00
[Header checksum status: Unverified] 00 00 00 00 00 00 00 00 00
Source Address: 192.168.86.61 00 00 00 60 00 6O 0O 00 00
Destination Address: 128.119.245.12 00 00 0O 60 00 00 0O 00 00
[Reassembled IPv4 in frame: 181] 00 00 00 00 00 0O 00 00 00

» Data (1480 bytes) 00 00 00 00 060 60 00 00 00



Computer Networks HW3 Gabriel Urbaitis CS 585

‘ ip-wireshark-trace1-1.pcapng - 0>
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3. Time Source Destination Protocol Length Info
.370823 52.114.132. . .86. 60 443 — 56197 [ACK] Seq=335 Ac 89 Win=2053 Len=0
1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=fda2) [Reassembled in #181]
1514 Fragmented IP protocol (proto=UDP 17, 480, ID=fda2) [Reassembled in #181]
54 64929 - 33435 Len=2972
Time-t (Time to 1 r it)
.86. . 1514 Fragmented 1 (prot , , ID=fda3) [Reassembled in #185]
.792882 . . . 8 - 1514 Fragmented rotocol (prot P 480, ID=fda3) [Re embled in #185]
3.8 T (Time to livi d in transit)
794636 .168.86 .119.245. Fragmented 1 (protc , ID=fda4) [Reassembled in #189]
794637 2.168.86. 8. Fragmented IP protocol (proto 480, ID=fdad4) [Reassembled in #189]
3437 =2972
(Time ve e d in transit)
1514 Fragmented IP protocol (prot 7 ID=fda5) [Reassembled in #193]
796821 .168.86. .245. 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=fda5) [Reassembled in #193]
2 54
. 1514 Fragmented IP prot ID=fda6) [Reasseml)led in #197]
.801574 .168.86.6 .119.245. 1514 Fragmented IP p , 480, ID=fda6) [Reassembled in #197
801575 . .6 28. . 54 64929 - 3343 2
199 flos 394234 192. 168 86.61 128. 119 245 12
< L3 D
» Frame 181: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface en®, id 3c 28 6d 89 Oe c8 78 4f 43 98 d9 27 08 00 45 OC
» Ethernet II, Src: Apple_98:d9:27 (78:4f:43:98:d9:27), Dst: Google 89:0e:c8 (3c:28:6d: 89 oe: cB) 00 28 fd a2 01 72 01 11 2e 47 cO a8 56 3d 80 77
~ Internet Protocol Version 4, Src: 192.168.86.61, Dst: 128.119.245.12 f5 6c 00 00 60 60 00 60 00 00 60 60 00 00 00 OC
= Version: 4 00 00 00 00 00 00

.... 0101 = Header Length: 20 bytes (5)

~ Differentiated Services Field: ©x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (©)
N @0 = Explicit Congestion Notification: Not ECN-Capable Transport (@)

Total Length: 40

Identification: ©xfda2 (64930)
v~ 000. .... = Flags: 0x0

0... .. Reserved bit: Not set

Don't fragment: Not set
.. = More fragments: Not set

.0 0001 0111 0010 = Fragment Offset: 2960
Time to Live: 1

[Expert Info (Note/Sequence): "Time To Live" only 1]
Protocol: UDP (17)
Header Checksum: ©x2e47 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.86.61
Destination Address: 128.119.245.12
[3 IPv4 Fragments (2980 bytes): #179(1480), #180(1480), #181(20)]
» User Datagram Protocol, Src Port: 64929, Dst Port: 33435

«

1.3 In Packet 179, Fragment offset is 0, whereas in 180 and 181 it is 1480 and 2960.

1.4 In Packet 179, right between the two light blue lines, Total length = 1500 bytes

1.5 The header checksum changes from 0x0a05 to 0x094c, as the header changed because
the fragment offset changed from 0 to 1480, a second change.
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No. Time Source Destination Protocol Length Info
13 2.457995 52.114.132.119 10.0.0.44 TCP 60 443 — 49987 [ACK] Seq =337 Ack 189 Win=2051 LEn 0
14 2.48003 52.114.132.119 1 ] P L ] 443 ] 3 k=18 SLE=1 189
15 2.653323 10.0.0.123 224.0.0.251 MDNS 139 Standard query Gx@@@@ PTR _companion- hnk _tcp. local "QU" question PTR _sleep-proxy._udp. Loc i
16 2.653622 fe80::1085:6434:358.. ff02::fb MDNS 159 Standard query 0x6000 PTR _companion-link. tcp.local, "QU" question PTR _sleep-proxy. udp.loC:
—

52.112.115.

18 3.629864 56 443 . 50518 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
19 3.814364 91 Standard ©x4667 A youtube.com
20 3.814489 g B B 91 Standard ©x920d AAAA youtube.com
21 3.819370 95 Standard ©x7884 A www.youtube.com

query

i 22 3.819905 95 Standard query 0x04fe AAAA www.youtube.com 1
i 23 3.946846 107 Standard query response ©x4667 A youtube.com A 172.217.10.142
i 24 3.953852 241 standard query response 0x04fe AAAA www.youtube.com CNAME youtube-ui.l.google.com AAAA 2607:f¢
i 25 3.954763 103 Standard query ©x7884 A youtube-ui.l.google.com
i 26 3.955402 337 standard query response ©x7884 A www.youtube.com CNAME youtube-ui.l.google.com A 172.217.10.1:
o 27 3.955405 119 Standard query response ©x920d AAAA youtube.com AAAA 2607:f8b0:4006: 81! 200e
28 3.956819 98 50629 — 443 [SYN] Seq=0 Win=65535 Len=0 MSS=1440 WS=64 TSval=459684260 TSecr=0 SACK_PERM
29 4.099918 : 94 443 - 50629 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=@ MSS=1440 SACK_PERM TSval=2729032167 TSecr=:
30 4.099922 2001:558:feed: :1 DNS 311 Standard query response 0x7884 A youtube-ui.l.google.com A 172.217.10.238 A 172.217.11.46 A 1]
31 4. 10@035 86 50629 — 443 [ACK] Seq=1 Ack=1 Wil 31328 Len=0 TSval=459684402 TSecr=2729032167

2601:193:830.
FEFCEH: C estination Unreachable (Port unreachable)
33 4. 11@376 2601:193:8302:4620:.. 25@7 fBbO 4006:81a:.. TLSv1.3 603 Client Hello (SN

=www.youtube.com)

34 4.227644 52 70 172.237 10.0.0.44 TLSv1.2 612 Application Data v

. v
» Frame 20: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) on interface en®, id @ 44 1c 12 81 74 5a 78 4f 43 98 d9 27 86 dd 60 06
» Ethernet II, Src: Apple_98:d9:27 (78:4f:43:98:d9:27), Dst: VantivaUSA 81:74:5a (44:1c:12:81:74:5a) 3e do 00 25 11 ff 26 61 01 93 83 02 46 20 21 5¢c
~ Internet Prvtocul Version 6, Src: 2601:193:8302:4620:215c:f5ae:8b40:a27a, Dst: 2001:558:feed::1 f5 ae 8b 40 a2 7a 20 01 05 58 fe ed 00 00 00 00
0110 .... = Version: 6 00 00 060 00 00 01 fb ae 00 35 00 25 39 53 92 od
» .... 0OOO 0000 .... = Traffic Class: 0x00@ (DSCP: CSO, ECN: Not-ECT) 01 60 00 01 00 00 60 0 60 00 07 79 6f 75 74 75

.... 0110 0011 1110 1101 00@@ Flcw Label 0x63ed® 62 65 03 63 6f 6d 00 00 1c 00 01
Payload Length: 37
Next Header: UDP (17)
Hop Limit: 255
Source Address: 2601:193:8302:4620:215c:f5ae:8b40:a27a
Destination Address: 2001:558:feed::1
User Datagram Protocol, Src Port: 64430, Dst Port: 53
Domain Name System (query)
Transaction ID: ©x920d
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: ©
» Queries

Response In: 27

«

2.1 Src: 2601:193:8302:4620:215¢:f5ae:8b40:a27a
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2.2 Dst: 2001:558:feed::1
2.3 Flow Label: 0x63ed0
2.4 Payload Length: 37, 37 bytes

16 2.653622 fe80::1085:6434:358.. ff02::fb MDNS 159 Standard query ©x0000 PTR _companion-link._tcp. loc
18 3.629864 $2.112.115.23 HBNeE 56 443 - 50518 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
19 3.814364 EEL 91 Standard query 0x4667 A youtube.com
T 20 3.814489 2601:193:8302: JeRIHREEeT gil DNS 91 Standard query 0x920d AAAA youtube.com
i 21 3.819370 2601:193:8302: :558:feed: :1 DNS 95 Standard query 0x7884 A www.youtube.com
i 22 3.819905 2601:193:8302: :558:feed: :1 DNS 95 Standard query 0x04fe AAAA www.youtube.com
i 23 3.946846 2001:558:feed: : :193:8302:4620:.. DNS 107 Standard query response 0x4667 A youtube.com A 172
i 24 3.953852 2001:558:feed: : :193:8302:4620:.. DNS 241 Standard query response 0x04fe AAAA www.youtube.co
| 25 3.954763 2601:193:8302: :558:feed: :1 DNS 103 Standard query ©x7884 A youtube-ui.l.google.com
i .955402 14620 337 Standard query response 0x7884 A www.youtube.com C

.955405 3 3 38 3 3 3 119 Standard query response 0x920d AAAA youtube.com AA

.099922 g 3 E :193:8302:4620:... 311 Standard query response ©x7884 A youtube-ui.l.goog
.100035 3 B :f8b0:4006:81a:.. 86 50629 — 443 [ACK] Se i 31328 Len=0 TSv
1 6 58: Hal C un L

-110376 2601:193:8302:4620:... 2607 :18b0:4006:81a:.. : Client Hello (SNI=www.youtube.com)
34 4.227644 52.70.172.237 10.0.0.44 TLSv1.2 612 Application Data
4
» Frame 27: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) on interface en®, id © 0000
» Ethernet II, Src: VantivaUSA 81:74:5a (44:1c:12:81:74:5a), Dst: Apple_98:d9:27 (78:4f:43:98:d9:27) 0010

Internet Protocol Version 6, Src: 2001:558:feed::1, Dst: 2601:193:8302:4620:215c:f5ae:8b40:a27a

User Datagram Protocol, Src Port: 53, Dst Port: 64430
Domain Name System (response)
Transaction ID: ©x920d
» Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: Ok
Additional RRs: @
» Queries
~ Answers
~ youtube.com: type AAAA, class IN, addr 2607:f8b0:4006:815::200e
Name: youtube.com
Type: AAAA (28) (IP6 Address)
Class: IN (0x0001)
Time to live: 201 (3 minutes, 21 seconds)
Data length: 16
AAAA Address: 2607:f8b0:4006:815::200e
Request In: 20

[Time: 0.140916000 seconds]

<

2.5 Answer RRs: 1
youtube.com: type AAAA, class IN, addr 2607:f8b0:4006:815::200e
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3. First the server binds to 0.0.0.0:2002 and listens to all interfaces for connections. For each of
the 15 connections that come in, it accepts them, sends the filename followed by \n, and then
the contents of the file “test.txt in 1024 byte chunks before closing the connection.

server.py:
#!/usr/bin/python3
import socket

def send_file_to_client(sock):
flename = "test.txt"
# Send the filename and then a new line
line = (flename + "\n").encode("utf-8")
sock.sendall(line)

# Open the file and send it
try:
with open(filename, "rb") as file:
while True:
data = file.read(1024) #Send data in chunks
if not data:
break
sock.sendall(data)
except FileNotFoundError:
print("File", filename, "not found on server.")

server_host = "0.0.0.0" #Listen to all interfaces
server_port = 2002
num_connections = 15 # Number of clients to serve

# Create socket for the server
server_socket = socket.socket(socket.AF_INET, socket. SOCK_STREAM)

# Reserve port and start listening
server_socket.bind((server_host, server_port))
server_socket.listen(5) # allow pending connections

print(f"Server listening on {server_host}:{server_port}")

for connection_number in range(num_connections):
# Wait for a client to connect
client_socket, client_addr = server_socket.accept()
print(f"Connected to client {client_addr}")
send_file_to_client(client_socket) # Send the file to the client

# Close the connection to the client
client_socket.close()
print("Disconnected from client. Waiting for next connection...")

# Stop the server
server_socket.close()
print("Server shut down.")
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On the client side, the client connects 15 times, each time reading the filename until \n,
opening a local file with that name, and receives all the data from the server until the server
closes the connection, writing that data to the local file.

Server side

s

File Problem3.txt not found on server.
Disconnected from client. Waiting for next connection...
Connected to client ('192.168.64.5', 45402)
File Problem3.txt not found on server.
Disconnected from client. Waiting for next connection...
Connected to client ('192.168.64.5', 45404)
File Problem3.txt not found on server.
Disconnected from client. Waiting for next connection...
Server shut down.
(base) gabrielurbaitis@Gabriels-MacBook-Pro network-hw3 % python3 server.py
Server listening on 0.0.0.0:2002
ACTraceback (most recent call last):
File "/Users/gabrielurbaitis/network-hw3/server.py", line 37, in <module>
client_socket, client_addr = server_socket.accept()
AAAAANAAAAAANAAAANAAANAANAANAAANAN
File "/opt/anaconda3/lib/python3.12/socket.py", line 295, in accept
fd, addr = self._accept()

AAAAAAAAAAAAAN

KeyboardInterrupt

(base) gabrielurbaitis@Gabriels-MacBook-Pro network-hw3 % nano server.py
(base) gabrielurbaitis@Gabriels—-MacBook-Pro network-hw3 % python3 server.py
Server listening on 0.0.0.0:2002




Client side

I
client.py

Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
Connected to
Disconnected
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192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

192.168.64.1:2002

from the server. Reconnecting...

client.py test.txt
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$ 1s

$ python3 client.py
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d Capturing from enp0s1 = 4
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AR ZODORE QK IV -~ZE QQAQE

(W ]tcp.port == 2002 B= -0

No.

o ) o[efelc]
2 23.47196233
3 30.061682066
4 60.135839483
5 86.492047901
6 86.580024232
7 86.580044024
8 86.580024440

11 87.721001434
12 87.721222730
13 87.721675572
14 87.721687822
15 87.723023515

87.723031307

24 87.724105828
25 87.724118869

87.724709381

31 87.724729131
32 87.724948844
33 87.725050679
34 87.725063638

87.725616899

40 87.725713692
41 87.726010073
87.726010114
87.726021573

49 87.726699086 192.168.

. EA 07 7OROTRARA 4107 480 &4 4 407 480 A K TrD

Source

192.168.

64.1

Destination
192.168.64.255

feB80::842f:57ff:fel.. ffo2::1
192.168.64.1
192.168.64.1
192.168.64.5

86:2f:57:14:a9:64
6a:23:79:be:8a:fc

192.168.64.1

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

192.168.
192.168.

192.168.

192.168.
192.168.
192.168.
192.168.

192.168.

192.168.
192.168.
192.168.
192.168.

64.5

192.168.64.255
192.168.64.255
192.168.64.1
6a:23:79:be:8a:fc
86:2f:57:14:a9:64
192.168.64.5

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

192.168.
192.168.

192.168.

192.168.
192.168.
192.168.
192.168.

192.168.

192.168.
192.168.
192.168.
192.168.

192.168.64.1

Protocol

ICMPVE
DB-LSP...
DB-LSP...
DNS
ARP
ARP

DNS

TCP

Length Info

271 Dropbox LAN sync Discovery Protocol,
142 Router Advertisement from 86:2f:57:1¢
271 Dropbox LAN sync Discovery Protocol,
271 Dropbox LAN sync Discovery Protocol,
100 Standard query ©x82c2 AAAA connectiv.
42 who has 192.168.64.5? Tell 192.168.6¢
42 192.168.64.5 is at 6a:23:79:be:8a:fc
436 Standard query response 0x82c2 AAAA

[+

66 55114 _ 2002 [ACK] Seq=1 Ack=1 Win=6:
66 [TCP Window Update] 2002 — 55114 [AC

75 2002 - 55114
66 55114 - 2002
103 2002 - 55114
66 55114 - 2002

66 55118 - 2002

66 2002 - 55118

[PSH,
[ACK]
[PSH,

ACK] Seg=1 Ack=1

Seq=1 Ack=10 Win=¢t

ACK] Seq=10 Ack=1

Seq=1 Ack=47 Win=¢

Seq=48 Ack=2 Win=:

66 55132 — 2002 [ACK] Seq=1 Ack=1 Win=6e
66 [TCP Window Update] 2002 — 55132 [AC
75 2002 - 55132 [PSH, ACK] Seq=1 Ack=1

66 55132 — 2002 [ACK] Seq=1 Ack=10 Win=¢

66 2002 — 55132 [ACK] Seq=48 Ack=2 Win=

66 55138 — 2002 [ACK] Seq=1 Ack=1 Win=6¢
66 [TCP Window Update] 2002 — 55138 [AC
75 2002 — 55138 [PSH, ACK] Seq=1 Ack=1

66 55138 — 2002 [ACK] Seq=1 Ack=10 Win=t
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No. Time Source Destination Protocol Length Info

i 50 87.726975050 192.168.64.1 192.168.64.5 TCP 66 [TCP Window Update] 2002 — 55146 [AC
i 51 87.726975133 192.168.64.1 192.168.64.5 TCP 75 2002 — 55146 [PSH, ACK] Seq=1 Ack=1

i 52 87.726989425 192.168.64.5 192.168.64.1 TCP 66 55146 — 2002 [ACK] Seq=1 Ack=10 Win=¢

. 727663397 . .64. .168.64.5 66 2002 — 55146 [ACK] Seq=48 Ack=2 Win=
! .727679772 .5 .168.64.1 66 55152 — 2002 [ACK] Seq=1 Ack=1 Win=6:
i 59 87.727910860 192.168.64.1 192.168.64.5 TCP 66 [TCP Window Update] 2002 - 55152 [AC
i 60 87.727910943 192.168.64.1 192.168.64.5 TCP 75 2002 - 55152 [PSH, ACK] Seg=1 Ack=1
i 61 87.727932318 192.168.64.5 192.168.64.1 TCP 66 55152 — 2002 [ACK] Seq=1 Ack=10 Win=t

. 728424578 . .64. .168.64.5 66 2002 — 55152 [ACK] Seq=48 Ack=2 Win=

. 728628415 . .64. .168.64.1 66 55166 — 2002 [ACK] Seq=1 Ack=1 Win=6:
.728803877 . .64. .168.64.5 66 [TCP Window Update] 2002 — 55166 [AC
. 728869170 . .64. .168.64.5 75 2002 - 55166 [PSH, ACK] Seg=1 Ack=1

. 728887254 . .64. .168.64.1 66 55166 — 2002 [ACK] Seq=1 Ack=10 Win=t

.729264844 . .64. .168.64.5 66 2002 — 55166 [ACK] Seq=48 Ack=2 Win=
.729332679 . .64. .168.64.1 66 55176 — 2002 [ACK] Seq=1 Ack=1 Win=6:

.729492390 . .64. .168.64.5 66 [TCP Window Update] 2002 - 55176 [AC
. 729573100 - .64. .168.64.5 75 2002 —~ 55176 [PSH, ACK] Seg=1 Ack=1

83 87.730006442 . .64. .168.64.5 66 2002 — 55176 [ACK] Seq=48 Ack=2 Win=
85 87.730089444 . .64. .168.64.1 66 55186 — 2002 [ACK] Seq=1 Ack=1 Win=6:
86 87.730288489 . .64. .168.64.5 66 [TCP Window Update] 2002 - 55186 [AC
87 87.730288531 - .64. .168.64.5 75 2002 — 55186 [PSH, ACK] Seg=1 Ack=1

89 87.730299406 . .64. .168.64.1 66 55186 — 2002 [ACK] Seq=1 Ack=10 Win=t

92 87.730694539 . .64. .168.64.5 66 2002 — 55186 [ACK] Seq=48 Ack=2 Win=

94 87.730732039 . .64. .168.64.1 66 55200 — 2002 [ACK] Seq=1 Ack=1 Win=6:
95 87.730867875 . .64. .168.64.5 66 [TCP Window Update] 2002 - 55200 [AC
96 87.730867875 . .64. .168.64.5 75 2002 . 55200 [PSH, ACK] Seq=1 Ack=1

97 87.730878876 . .64. .168.64.1 66 55200 — 2002 [ACK] Seq=1 Ack=10 Win=t

-

4 3
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AE A DN RE A >I-~-ZEQAQQE

[ ]ecp.port == 2002 XI=1K]

No.

Time

101 87.731258508

103 87.731365552
104 87.731718558
105 87.731718642

112 87.732241152
113 87.732498907
114 87.732498949
115 87.732511157

121 87.733051001
122 87.733202921

130 87.733793849
131 87.733924185
132 87.733988686
133 87.734007895

137 87.734378693

139 87.734456778
140 87.734650074
141 87.734715575
142 87.734729034

145 87.735123166
146 90.192361944

Source

192.168.64.1

192.168.64.5
192.168.64.1
192.168.64.1

192.168.64.1
192.168.64.1
192.168.64.5

192.168.64.5
192.168.64.1

192.168.64.5
192.168.64.1
192.168.64.1
192.168.64.5

192.168.64.1

192.168.64.5
192.168.64.1
192.168.64.1
192.168.64.5

192.168.64.1
192.168.64.1

Destination

.64.5 TCP
.64.255 DB-LSP...

Protocol Length Info

66 2002 — 55200 [ACK] Seq=48 Ack=2 Win=:

66 55202 — 2002 [ACK] Seq=1 Ack=1 Win=6¢
66 [TCP Window Update] 2002 — 55202 [AC
75 2002 — 55202 [PSH, ACK] Seq=1 Ack=1

66 55208 — 2002 [ACK] Seq=1 Ack=1 Win=6:
66 [TCP Window Update] 2002 — 55208 [AC
75 2002 — 55208 [PSH, ACK] Seq=1 Ack=1

66 55208 — 2002 [ACK] Seq=1 Ack=10 Win=¢

66 55218 — 2002 [ACK] Seq=1 Ack=1 Win=6:
66 [TCP Window Update] 2002 — 55218 [AC

66 55228 — 2002 [ACK] Seq=1 Ack=1 Win=6:
66 [TCP Window Update] 2002 — 55228 [AC
75 2002 — 55228 [PSH, ACK] Seq=1 Ack=1

66 55228 — 2002 [ACK] Seq=1 Ack=10 Win=¢

66 2002 — 55228 [ACK] Seq=48 Ack=2 Win=:

66 55242 . 2002 [ACK] Seq=1 Ack=1 Win=6:
66 [TCP Window Update] 2002 —. 55242 [AC
75 2002 . 55242 [PSH, ACK] Seq=1 Ack=1

66 55242 . 2002 [ACK] Seq=1 Ack=16 Win=

66 2002 - 55242 [ACK] Seq=48 Ack=2 Win=:
271 Dropbox LAN sync Discovery Protocol,
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AR Ao DI RE &€ > ¥+ Ra@QE

(A [tcp.port == 2002 B= e

No. Time Source Destination Protocol Length Info d

732904081 . . - . 2002 - 55208 [ACK] Seq=48 Ack=2 Win=

733051001 . . . 55218 — 2002 [ACK] Seq=1 Ack=1 Win=6:
733202921 . . . . [TCP Window Update] 2002 — 55218 [AC
.733282130 . . . . 2002 — 55218 [PSH, ACK] Seq=1 Ack=1

733290672 . . . . 55218 — 2002 [ACK] Seq=1 Ack=10 Win=

2002 — 55218 [ACK] Seq=48 Ack=2 Win=

. 733793849 .168.64. . 55228 — 2082 [ACK] Seq=1 Ack=1 Win=6:
.733924185 .168.64. . .64. [TCP Window Update] 2082 — 55228 [AC
. 733988686 .168.64. . .64. 2002 - 55228 [PSH, ACK] Seg=1 Ack=1

. 734007895 . . . .64. 55228 — 2082 [ACK] Seq=1 Ack=10 Win=¢

734456778 . . .168.64. 55242 — 2002 [ACK] Seq=1 Ack=1 Win=6:
734650074 . . .168.64. [TCP Window Update] 2002 — 55242 [AC
734715575 2002 — 55242 [PSH, ACK] Seq=1 Ack=1

734729034 55242 . 2002 [ACK] Seq=1 Ack=10 Win=¢
145 87.735123166 192.168.64.1 izl . 66 2002 — 55242 [ACK] Seq=48 Ack=2 Win=:
146 90.192361944 192.168.64.1 192.168.64.255 DB-LSP... 271 Dropbox LAN sync Discovery Protocol,
147 98.548450299 fe80::842f:57ff:fel.. ffe2::1 ICMPV6 142 Router Advertisement from 86:2f:57:1:
148 120.247574669 192.168.64.1 192.168.64.255 DB-LSP... 271 Dropbox LAN sync Discovery Protocol,
149 150.303364989 192.168.64.1 192.168.64.255 DB-LSP... 271 Dropbox LAN sync Discovery Protocol,
150 176.477370448 192.168.64.5 192.168.64.1 DNS 100 Standard query ©x6612 A connectivity
151 176.513907293 192.168.64.1 192.168.64.5 DNS 292 Standard query response 0x6612 A conr
152 176.514913063 192.168.64.5 BN HORG 18 Oid TCP 74 35334 — 80 [SYN] Seq=0 Win=64240 Len-
153 176.568008443 91.189.91.97 192.168.64.5 TCP 74 80 — 35334 [SYN, ACK] Seq=0 Ack=1 Wir
154 176.568054277 192.168.64.5 Rl alt bl R LT TCP 66 35334 — 80 [ACK] Seq=1 Ack=1 Win=642%
155 176.568155654 192.168.64.5 91.189.91. 9i7 HTTP 154 GET / HTTP/1.1
156 176.619666586 91.189.91.97 192.168.64.5 HTTP 251 HTTP/1.1 204 No Content
159 176.619683837 192.168.64.5 91.189.91.97 66 35334 — 80 [ACK] Seq=89 Ack=186 Win=
160 176.619764838 192.168.64.5 91.189.91.97 TCP 66 35334 — 80 [FIN, ACK] Seq=89 Ack=187
161 176.671992535 91.189.91.97 192.168.64.5 TCP 66 80 — 35334 [ACK] Seq=187 Ack=90 Win=
L 162 180.363565955 192.168.64.1 192.168.64.255 DB-LSP... 271 Dropbox LAN sync Discovery Protocol,
163 181.783534718 6a:23:79:b0:8a:fc 86:2f:57:14:a9:64 ARP 42 Wwho has 192.168.64.1? Tell 192.168.6:
164 181.783739972 86:2f:57:14:a9:64 6a:23:79:b@:8a:fc ARP 42 192.168.64.1 is at 86:2f:57:14:a9:64
165 188.624846027 fe80::842f:57ff:fel.. ffe2::1 ICMPv6E 142 Router Advertisement from 36:2f:57:17'
[4] \ v
K { D { Ol
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